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1.2.2

1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e aliasis used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysizeis the size of the public and private key pair generated. A key size of 1024 or
more is recommended. Consult your CA on the key size support for different types of
certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be
compatible with the key algorithm. This has to be one of the values specified in the Java
Cryptography API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.

e keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.
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The command will prompt for the following attributes of the certificate and keystore:

e Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle
WebLogic Server.

e Key password: Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later, when configuring the SSL
attributes of the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access
Oracle FLEXCUBE UBS. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making
the request. For example, BPD. Use this field to identify the SSL Certificate you are
creating. For example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the
official records.

e Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

¢ Name of your State or Province: Specify the state/province in which your organization
is physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -
sigalg SHAlwithRSA -validity 365 -keystore
D:\keystores\FCUBSKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your first and last name?
[Unknown] : cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services
What is the name of your City or Locality?
[Unknown]: Mumbai

What is the name of your State or Province?
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[Unknown]: Maharashtra
What is the two-letter country code for this unit?
[Unknown] : IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=0Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no] : yes
Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a
password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.
1.2.3 Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server
location given below:

/oraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ipsO0l4dor
Node02

ips014dorCell01 --> <ips014dor> name of the machine and < Cell01>

ips014dorNode02 --> < ips0l1l4dorNode > name of the machine and <Node02>

1.3 Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log in to the WAP console as the user ‘admin’.
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WebSphere Integrated Solution... *

| € | @ https:/ofss220137.in.oracle.com:9043/ibm/console/logon.jsp vel | Q search

L) software

WebSphere Integrated
Solutions Console
User ID:

Password:

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are trademarks or
din

=== registered trademarks of International hines Corp.,
S==5TE, many jurisdictions vorldvide. Other product and service names might be

trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trademark information.

x Sync encountered an error while syncing: Failed to connect to the server. Sync will automatically retry this action.

2. Specify the user ID of the administrator and the password set while installing the software.
Click ‘Log In’.

The following screen is displayed:

!WebSphere Integrated Solu.

[ € | @ https://ofs=220137.in.oracle.com:2043/ibm/console/secure/securelogon.do

WebSphere.

Cell=0fss220137 Node01Cell, Profile=AppSrv01 Close page .

‘ View: All tasks -

SSL certificate and key management ? E

B welcome
Field help

For field help information,
selact a field labal or list
marker when the help

S5L certificate and key management

(# Guided Activities

[# Servers

Bus security

[+ Enviranment

[# Monitoring and Tuning
(3 Troubleshaoting
[# Service integration

[# UDDI

enables you to centrally manage secure communications. In
addition, trust zones can be established in multipls node
environments by overriding the default, cell-level SSL

If you have migrated a secured environment to this version
using the migration utilities, the old Secure Sockets Layer (S5L)
configurations are restorad for the various endpoints. However,
it is necassary for you to re-configure S5L to take advantage of
the centralized management capability.

Configuration settings

Mansge endpoint security confiqurations,

Manzge certificate expirstion
Manage FIDS
=

Kevy managers

Trust managers

Bl st canfiguration. Certificats Authority
[ Users and Groups {CA) client

configurations

[ Applications ;i cursor is displayed.
SSL configurations Related Ttams play
[#] Services
The Secure Sockets Layer (55L) protocol provides secure X . Page help
P ¥ 5SL configurations
[# Resources communications between remote server processes ar Mare information about
5 endpoints. S5L security can be used for establishing ¥ Dynamic outbound this page
& Becurity communicstions inbound to and outbound from an endpaint. =ndnoint 55
B Glohal security To establish sacure communications, a certificate and an S5L configurations.
O Searmmydmrems configuration must be specified for the endpoint. B Key stores and
Key stores and
¥ Administrative Authorization Groups In pravious versions of this product, it was necessary to
55U certificate and key management manually configure each endpoint for Secure Sockets Layer
B Security auditing (SSL). In this version, you can define a single configuration for
[] the entire application-serving envirenmaent. This capability




On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen
displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’.

The following

screen is displayed:

WebSphere.

‘ View: All tasks

" welcome
[# Guided Activities
[# Servers
[+ Applications
[¥ Services
[+ Resources
(= Security

¥ Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[# Environmant

4 System administration
[ Users and Groups

[+ Menitoring and Tuning
[# Troubleshooting

[¥ Service integration

[ UDDI

551 certificate and key

> Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystors usages

| S5L keystores

[

# Preferences

| new... || Delete | Change password... | Exchange signers...

SEIB\:t‘ Name %

| Description

| Management Scope o

Path &

You can administer the following resources:

HodeDefaultKeyStors

Default key store
far
ofs5220137Node01

(cell)iofss220137Node01Cell;
(node):ofss220137Node01

${CONFIG_ROOT}cells
/ofss220137Node01Cell
/nodes
/ofss220137Node0t
fkey.p12

HodeDefaultTrustStore

Default trust store

ofs5220137Nod=01

(cell)iofss220137Node01 Cell:
(node):ofss220137Node01

£{CONFIG_ROOT}/cells
/ofss220137Node01Cell
/nodes
/ofss220137Node0t
[trust.p12

Total 2

Close page

Field help
For field help information,
select a field Isbel or list
marker when the help
cursor is displayad.

Page help
More information about
this paga

Command Assistance
View administrative

scripting command for last

action

This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.

€ | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

v [ Q Seore

WebSphere.

‘ View: All tasks

B welcome

[ Guidad Activities
[¥ Servers

# Applications

[+ Services

[# Resources

[ Security

= Global s=curity

Security domains
Administrative Autherization Groups
S5L certificate and key management
Security auditing

Bus security

[ Enviranment

(4 System administration
[# Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

(¥ Service integration

[¥ UDDI

General Properties

A 3+ a4 G-

# - @B =

| Logout

The additional prc

will not be availak

# Name the general prope
[ this item are appl
saved.
Description
Additional Prope

Management scope

‘ (cell) iofss220137Node01Cell: (node) :0fss220137Node01

+ Path

# Password

# Confirm password

Type

PKCS12

JCEKS
[} cmsks
PKC512

Cryptographic Token Device (PKCS11)

[T enable cryptographic operstions on hardware device

l
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5. Specify the following details:

Name

Specify the key store name.

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.

r -

WebSphere.

Y.
/ WebSphere Integrated Solu... +
P! g

(= [ o]

€ | & hitps://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

| View: All tasks

welcame
[+] Guided Activities
3] Servers
Applications

Services

Resources
(=] Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Enviranment

System administration
Users and Groups

(3] Manitaring 2nd Tuning
3] Troubleshasting
Service integration

uppI

SSL certificate and key management

C || & Search

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (SSL) pratacol provides secure
communications betwean remote server processes or endpaints.
SSL sacurity can be used for astablishing communications
inbound to and cutbound from an andpoint. To establish secure
communicstions, a certificate and an SSL configuration must ba
specified for the endpoint.

In previous versions of this product, it was necessary to manuzlly
configure each endpaint for Secure Sackets Layer (S5LU). In this
versien, you can define a single configuration for the entire
application-serving environmant. This capability enables you to
centrally manage secure communications. In addition, trust zones
can be i in multiple node by averriding
the default, cll-level SSL configuration.

If you have migrated 2 secured environment to this version using
the migration utilities, the old Secure Sockets Layer (SSL)
configurations ara restorad for the various endpoints. Howevar, it
is necessary for you to re-configure SSL to take advantage of the
centralized mznagemant capsbility.

Configuration settings

Msnsge endpoint security

Manaqe certificate expiration
Manzge FIPS

Dynamically update the run time when SSL configuration

e + A A4 S - B =

Related Items

5L configurations

Dynamic outbound
endpoint 551
confiqurations

Key storss and
certificates

Kev sets
Key set groups
Key managers

Trust managers

Certificate Authority
[CAl dient
configqurations

Close paa=

Field help
For field help infarmation,
select a field label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

1. Under the section ‘Related items’, click ‘SSL configurations’.
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< [ searr

WebSphere.

| View: All tazks

B welceme
@ Guided Activities SsL if 1d key > 551 i
& Servers Defines a list of Secura Sockets Layer (S5L) configurations.

[ Applications @ Preferences

[#] Services

[+ Rescurces

Close page

Field help
For fisld help information,
select = field lsbel or list
marker vihen the help
cursor is displayed.

Page help
Mors information about
this page

= Security - -
. Select ‘ Name & | Management Scope & N
Global security
R You can administer the folloving iews

Administrative Authorization Groups NodeDefsultSSLSettings
SSL certificats and key management
Security auditing

(cell):ofs5220137Node01Call:
(node):ofss220137Node01

L]
Bus security Total 1

(5] Environment
(3] System administration
(3] Users and Groups

(¥ Menitering 2nd Tuning
(¥ Troubleshuting

[#] Service integration

[# UDDI

pting command for last
action

2. Click ‘New’ button. The following screen is displayed.

WebSphere Integrated Solu... %

€ | @ nhitps//ofss220137.in.oracle.com9043/ibm/ console/secure/securelogon.do v \ \ Q, Search

WebSphere.

Cell=0fs52201 37 Node01 Cell, Profile=AppSrv01
| View: All tasks

SSL cartificata and key managament
B welcome

[# Guided Activities 551 certi 1d key > 551 ions > New...

& Servers Defines = list of Secure Sockets Layer (35L) configurations,
[+ Applications

@ Services General Properties

Close page

The additional propertief

(¥ Resources + Name

= Security [

¥ Global security

Trust store name

vill nat be available untj
the general properties
this item are applied or
savad.

onal

Bus security

erver certificate alias
¥ Environment

4] System administration

B O e Default client certificate alias

(¥ Monitoring and Tuning
Management scope

¥l Troublesheating
‘ (call):of=s220137Hode01Call: (nods) ofss2201 37Noda01 El

¥ Service int=gration

& UDDI

=
STy RS NodeDefaultkeyStore [[cell):ofss220137Node01Ceall:(node):ofss220137Nodea01) El
™ administrative Authsrization Groups
® 351 certificate and key management Keystore name
: Security auditing [ odeDefaultkeystore ((cell):ofss220137Hode01Celli (nod 137Noden1) ]S st A=

3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.
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1.5

4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

Managing Endpoint Security Configurations

This section explains the process of managing endpoint security configurations.

WebSphere Integrated Solu... %

| | View: Al tasks

Welcome
[ Guided Activities
[ Servers
Apglications
Services
Resources
 Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Emvironment
System administration
Users and Groups

[+] Manitoring 2nd Tuning
(+] Troublezhasting
Service integration

upDI

<[ m

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (S5L) protocol provides securs
communications between remote server processes or andpoints.
SSL security can be used for establishing communications
inbound te and outbound from an endpaint. To establish sscure
communications, a certificate and an SSL configuration must be
specified for the endpoint.

In pravious versions of this product, it vas nacessary to manually
configure sach endpaint for Secure Sackets Layer (SSL. In this
versien, you can define a single configuration for the entire
application-serving environmant. This capability enables you to
centrally manage secure communications. In addition, trust zones
can be i in multiple node by overriding
the default, call-level SSL configuration.

1f you have migratad = secured environment to this varsion using
the migration utilities, the old Secure Sockets Layer (SSL)
configurations are restored for the various endpoints. However, it
is necessary for you to ra-configura SSL to take advantags of tha
cantralized management capability.

Configuration settings

Msnsge endpoint security

Manzqge certificate expiration
Manzge FIPS

Dynamically update the run time when SSL configuration

Related Items

S5L configurations

Dynamic outbound
endpoint 851
configurations

Key storss and
certificates

Key sets

Key set groups
Key managers
Trust managers

Certificate Authority
(CA) dient
configurations

Close page

Cr—

Field help

For field help infarmation,
select a field label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

m

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under

‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:

| | View: Al tasks

Welcame
[+] Guided Activities
8] Servars
Applications
Services
Resources
[ Security

Global security

Security domains

Administrative Authorization Groups
SSL certificats and key management
Security auditing

Bus security

(3] Environment
System administration
Users and Graups
Manitaring and Tuning
Troubleshaoting

+] Service integration

[# UDDI

SSL certificate and key >

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such s = cell, node, server, or

Field help
For field help information,
select a field label or list

cluster. marker vhen the help
—‘ cursor is displayed.
Local Topology
Page help
M information about
B Inbound this page

Bl ofss220137Hode0icell

g
@1 ofz=220137Nade01 (NadeDefaylts: :

B Outbound
B ofss220137Node01Cell
B £ nedes
@ fs 0137Node0i otk 3

< [

2. Click the first link under ‘Inbound tree’

ORACLE
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v ¢ || Q search

WebSphere.

| View: Al tasks

" welcome

[+] Guided Activities
8] Servars

[+ Applications

[+ Services

¥ Resources

[ Security

B Global security

Security demains

Administrative Authorization Groups
SSL certificate and key management
Sacurity auditing

Bus security

(3] Environment
+) System administration
(+) Users and Groups

[+] Manitaring 2nd Tuning
[+] Troubleshasting

+] Service integration

[# UDDI

Call=0fs2220137 Node01Call, Profile=AppSrv01

SSL certificate and management

L certi d key >

e A od S

Help | Logout

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such s = cell, node, server, or cluster.

General Properties

Name

[ofes220137H0de01 |

Direction
[1nbound |

Specific S5L configuration for this endpoint
SSL

Related Itams

W ssL
configurations

¥ pynamic
outbound

endpoint SSL
configurations.

¥ Key stores and

rssLommmas [< ] Update certificate alias list | Manage

ste alias in key store

= Key sets

¥ Kay set groups
¥ Key mansgers
® Trust mansgers
= Certificate
Authority (CA)

client
confiqurations

Under SSL configurations, select the configured SSL from the drop-down list.

Field help

For field help
select a field
marker vhen
curser i displ

Page help
More informal
this page

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.
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1.6 SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

F=SEER =

WebSphere Integrated Solu... %

€ | & https://ofss220137.in.oracle.com:8043/ibm/ console/secure/securclogon.do v @ || Q search A 3+ A 4 - = - B =

WebSphere. Help | Logout £

- Cell=0fs5220137 Node01 Cell, Profile=AppSrv0 1 Close page
| view: All tasks e

Application servers ? -
Welceme: 1d hely
Guided Activities Application servers :: ﬁg\: I:.e\p information,
5 Servers Use this page to view a list of the application sarvers in your environment and the status of sach of these select = fiald label or list
servars. You can also use this page to changs the status of = specific spplication server. arker viven the help
] Server Types Preferences cursor is disglayed.

WebSphers application servars

webSphers MQ servers Page help
Web servars

More about
Name & \ Node & \ Host Name & |vem,n P this page

[ Applications. ~

You can administer the folloving resources: Command Assistance

serveri ‘ ofss220137Node01 ‘ ofss220137.in.oracle.com | Base 8.5.5.0 View administrative
seripting command for last

Total 1 action

(= security

[#] Services

Resources

m

Global security
Security demains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

[# Envirenment

System administration

Users and Groups

Monitoring and Tuning

Troubleshaoting

(3] Service integration

« i »

1. Click the server to which SSL configuration has to be applied. The following screen is
displayed.

|| searcn "B ¥ A 4 @ =

Help | Logout
‘ View: All tacke - Application servers > serverl
Use this page to configure an application server. An application server is 3 server that provides services
Welcome required to run enterprise applications.

Field help
‘Guided Activities Runtime || Configuration For field help informatio|

= Servers select 2 field label or lis|

marker vhen the help
5 Sarver Typas «cursor is displayed.
WebSphera application servers

WebSphere MQ servers Seneral Properties Container Settings Page help
Web servers Name

More information sbeut
Session

this page
Appicaions manacament

Nede name SIP Container
Settings
8 Resources
= Web Container
Secur -
B Run in development mode Settings

Global security. Web cantainer

St ool s —
Administrative Authorization Groups

. ransport chain
S5L certificate and key management Start components as nasded o

Security auditing Access to internal sarver classes Portlet Container

Bus security [aion_]7] Settings
Environment €38 Container
Syatam sdministration Server-specific Application Settings Settings

@ Container Services
Users and Groups o policy

Business Process
Services

Monitoring and Tuning

Troubleshooting Class loading mode
e E

Applications

Installed applications
Server messaging

Messaqing enaines

Masszgine snaine

<[ i I K i

Highlight Al Match Case 2 of 2 matches x

2. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.
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[ € ) @ httpsy//ofss220137 in.oracle.com:3043/ibm/console/secure/securelogon.do r & ][ Q search

WebSphere.

Cell=ofs5220137 Noded 1 Cell, Profile=AppSrv01 Close page

|Application servers -

¥ welcome

e s Aplication servers > serverd > Web container transport chains Field help
For field help information,
e Use this pags to view and manage = transport chain, Transpart chains represent network protocol stacks lact & fiola 1aboal o Tict

that are operating within a client or server, marker when the help

© Server Types & Prefarances curser is displayed.

¥ webSphere application servers

M websphere MQ servers Page help
B web servers More information about
this page
[l Applications
Seladl Name © Enabled Host & Port { SSL Enabled ‘Command Assistance
# Services T
=D = You can administer the follawing resources: scripting command for last
- HttpQueuelnboundDefault Enabled * 9080 Disabled
= Security
= Global
ooel s=runy HitpOusuelnboundDefaultSecure | Enabled . 9442 Enabled
¥ Security demains
= Administrative Authorization Groups
B SSL certificats and key mansgement WCInboundAdmin Enabled * s060 Disabled
= Security auditing
¥ Bus security WClInboundAdminSecure Ensbled = 9043 Enabled
|+l Envirenment.
WClInboundDefault Enabled * 9080 Disabled
[#| System administration
[l Users and Groups WClInboundDefaultsacurs Ensblad & 9443 Enabled
[# Menitoring and Tuning
[#) Troublesheoting. TEELE

L — v

trans ~ | Highlight Al Match Case 2 of 2 matches x
'ghlig|

3. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WCInboundDefaultSecure’.

The following screen is displayed:

WebSphere Integrated Sol

€ @ nps; 157 in.oredec &|[a searen |#v®m & & 4 ©

WebSphere. Help | Logout
‘ View: All tasks -
Cr—

" welcome
ion servers > servert > Web i hains > Field help

() Guided Activities For field help infarmatial
— Use this page to view and manage a transport chain. Transport chains rapresent netuork protocol stacks that select a field label or lis]

are operating within = client or server. markar when the help

[ Server Types is displayed.
cursor is displayed.
™ webSphere application servers Cenfiguratior

B WwebSphere MQ servers Page help
B Web servers More information about
[+ Applications General Properties
[+ Services * Name
(=) Security.

Enabled
B Global szcurity

= Security domains Transport Channels
B Administrative Authorization Groups B 1Cp inbound channel (TP 4
B SSL certificats and key management Tpinkound chanasl (TSP <) L
= Secunity auditing Host -
¥ Bus sscurity Port 5413
Thread pool WebContainar

(¢l Environment Maximum open connections 20000

(& System administration Inactivity timeout &0 seconds

% Users and Groups
550 inbound channel (S5L 2
(&} Monitoring and Tuning.

SSLconfiguration (Cantrally managad,
[# Troubleshoating 9 5 by ged)

© SIE T e  HTTE inbound channel (HTTE =
Eleos Use persistent keep alive connections Enabled

Maximum persistent requests per connaction 100

Read timeout 60 seconds.
write timaout &0 saconds.
Persistent timeout 30 seconds.

' HTTP qusue inbeund channel (HTTPQ 2]
" Web container inbound channel (WCC &)

< | [0 ] |l [0 >

4. Click ‘SSL Inbound channel (SSL 2).
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Cell=o 137 e=AppSrv01 Close page
‘ View: Al tasks - -
Beslication servers ?-Whep |
welcome
i Field help
Guided Activiti
u crivities = Messagas For field help informatiol
lect = field label or lis
B8 Servers [} Transport Channel SSL_2 is shared between two or more transport chains. o er v ;‘:h:"p‘s
5 Server Types Changess to SSL_2 vill affact multipls network protocol stacks. oo s omlayed
WebSphere application servers
WebSphere MQ servers § i ] Page help
o Application servers > serverl > Web container transport chains > HttpQueneInboundDefaultSecure > SSL More information about
inbound channel (S5L_2) e
Applications Use this page to view and configure a channal for handling the encryption and decryption of data over
bound commet Command Assistance
Services inbound connections.
View sdministrative
e Configuration scripting for Iz
action
[= Security
Global security g
Security domains General Properties Additional
Administrative Authorization Graups =
S5L cerificate and key mansgement + Transport channel name Custom properties
[ssL_2
Security auditing
GIC SZEnEy Discrimination weight
Enviranment B Related Items
S O SR SSL Configuration S5L configuration - call laval
u d G
e @ Centrally managed
Menitaring and Tuning
View centrally managed SSL tree
[ Troubleshooting i
© specific to this endpoint
Service integration peciic te this encpein
Select SSL Configuration
uopt NodeDefaultssLssttings |~ | L
Foply | OK |[ Reset | [ Cancel
O i A il ] v

5. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the
changes.

1.7 Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

1.8 Certificate Exchange for Two Ways SSL

1.8.1 Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.
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€

@ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

WebSphere.

| View: All tasks

Cell=ofs5220137 Node01Cell, Profile=AppSrvOi

=]

B welcome
|+ Guided Activities

[ Servers

Server Types
B webSphere application servers
B webSphere MQ servers

= Web servers

[# Applications
I+ Services
[# Resources

= Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Environment

[+ System administration
[# Users and Groups

[# Meanitering and Tuning
[+ Troubleshooting

[ Service integration

[+ UDDI

S5L certificate and key management

S5L certificate and key management > Key stores and certificates > NodeD > certificates
Manages parsonal certificates.

[# Preferences

Delete || Receive from a certificate autharity... || Replace... | Extract.. || Import... || Export... || Revoke... || Renew
Select| ‘ alias Issued To ‘ Issusd By ‘Se'fa\ Humber | Excpiration
“fou can administer the folloving resources:
default CN=ofss220137.in.oracle.com, | CN=ofss220137.in.oracle.com, | 3446736556526576 | Valid from
OU=ofss220137NodeD1Cell, | OU=Root Certificate, Jun 22,
OU=ofs=220137Naden1, DU=0fss220137Naden1Call, 2015 to Jun
O=IBM, C=US OU=ofes220137Nadend, 21, 2016.
D=IBM, C=US
CH=ofs=220137.in.oracle.com, | CH=ofss220137.in.oracle.com, | 34456736182480725 | Valid from
OU=Root Certificats, OU=Root Certificate, Jun 22,
OU=ofss220137NodediCell, | OU=ofss220137Node01Cell, 2015 to Jun
OU=ofss220137Noded1, OU=ofss220137Noded1, 18, 2030.
O=IBM, C=us ©o=IBM, C=us
Total 2

1.

On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management
> Key stores and certificates > {YOUR KEYSTORE NAME} > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.

WebSphere Integrated Solu... %

WebSphere..

| View: All tasks -

=]

HU
[ M

(R

B welcome
[# Guided Activities

= Servers

Sarver Types
¥ webSphere zpplication servers
B webSphere MQ servers

= web servers

[ Applications
[#] Services
[+ Resources

=) Security

Global security
Security domains

Administrative Authorization Groups
SSL certificats and key management
Security auditing

Eus security

[# Environment

[# System administration

sers and Groups

onitoring and Tuning

[ Troublesheating

[# Service intagration

DDI

<

ORACLE

| € | @ https://ofss220137 in.oracle.com9043/ibm/cansole/secure/securelagon.do v & || Q seorcn e A d @ - B =

Close page

Cell=ofs5220137 Node01Cell, Profile=AppSrv 1
SSL certificate and key management

Field help
For field help inform
select 5 field lsbal o
Extracts = certificate from the key store to be added to another key store. marker when the he
cursor is displayed.

S5L certificate and key management > Key stores and certificates > NodeD: > Personal certificates
> Extract certificate

General Properties

Certificate alias to extract Page help
[2efautt More infarmation b
this page

+ Cartificats fils name
[p:\Kkeystores\myKeysare.cer

Dats type

[y
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

1.8.2

1.8.3

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

Extracting Certificate for Server2

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract

the certificate for Server2.

Importing Certificate into Keystore for Serverl

Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and

certificates > Server7Keystore (which is created now).

-

€ | @ httpsi//ofss220137.in.oracle.

WebSphere..

WebSphere Integrated Solu... % | 4+

:-Ehg

com:3043/ibm/console/secure/securelogon.do G || Q search ﬁ’ E ¥+ i @'

i| View: All tasks

welcome

Guided Activities

[ Servers

[ Server Types

webSphere application servers
WebSphere MQ servers
Web servers

Applications

Services

Resources

= Security

Global z=curity
Security domains
Administrative Authorization Grou

Security auditing
Bus security
Environmant
System administration
Users and Groups
Manitering and Tuning
Troubleshaoting
Service integration

upDI
« 0

SSL certificate and key management

iL certificate and key management

SSL certificate and key management > Key stores and certificates > NodeDefaultKeyStore

Definas keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.

General Properties

< - @

Close page

Hame

[HodeDetaultkeystore

Description
[pefault ey stors for ofss220137Nade01

Managemant scope

m

[teel:afss220137N0de01Cell: (node) iafes220137Node01

path

s
" [scconFic_roOOT}/cells/afss220137Noda0 1Call nodes/ofss220127Hode01/kay.p12

+ Password

Type
‘pncsxz

[l

[ read anly

7] tnitislize at startup

Enable cryptographic operstions on hardvare device

+ < [ I,

itional Properties

Parzonal
certificates

Bersonal
certificate

Signer cartificates]

m

1. Click ‘Signer Certificates’.

The following screen is displayed:
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WebSphere Integrated Solu... %

| € ) @ hitpsy//ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v & || QA seorcn A+ A od S e - B =

WebSphere.. Logout

Cell=ofss220127 Node01 Cell, Profile=AppSrv01 Close page
| View: All tasks

SSL certificate and key management

B welcome

[ Guided Activities S5 certificate and key management > Key stores and certificates > NodeD > Signer Field help
certificates For field help information,
= Servers salect = fiald labal or list
Manages signer certificates in key stores. mmarker whan the help
B Server Types @ Preferences cursor is displaysd.
¥ webSphere application servers
B webSphera MQ servers | Delete || Extract || Retrieve from port | Page help
B web servers More information about
this page

[# Applications

Command Assistance

It Services Select| Alizs £ ‘ Issued to O | Fingerprint (SHA Digest) o | Expiration
¥iew administrative
[ Resources L= scripting command for last
Total 0 action

(=) Security

" Global security
Security domains

Administrative Autherizatien Groups
SSL certificats and key management
Security auditing

Bus security
[# Environment

[# System administration
[# Users and Groups

[# Monitoring and Tuning

[ Troubleshesting

[# Service intagration

[+ UDDI =

2. Click ‘Add’ button to add the certificate of the other server.

The following screen is displayed:

Web5Sphere Integrated Solu... %

" ) @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q search

WebSphere.. Logout

Close page
| view: All tasks i
B welcome
& Guided Activities SSL certificate and key management > Key stores and certificates > NodeD > Signer certificates > Field help
Add signer certificate For field help information,
[=] Servers . select a field label or list
Adds a signer certificate to a key store. mmarker when the halp
& Server Types General Properties cursor is displayed.
¥ webSphere zpplication servers
B WebSphers MQ servers # Alias Page help
W web servers [ELCM_Keystore More information sbout
this psge
[# Applications * File name
[Dr\Keysoresimykeysora.car
[# Services
(¥ Resources Data type
Base64-encoded ASCII data
1=l Security E
B Global security
e r—_
¥ Administrative Authorization Groups
B 551 certificate and key management
B Security auditing
B Bus security
[+ Environment
[t/ System administration
[# Users and Groups
[# Manitoring and Tuning
[# Traubleshooting
[# Service integration
[¥ UDDI 2

3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.
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Eg: \<localfolder>\<serverl.cer>

1.8.4 Importing Certificate into Keystore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.

1.8.5 Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

WebSphere Integrated Solu... %

(- B https://ofss220137 in.oracle.com:9043/ibm/console/secure/securelogen.do * B ¥+ & R @' L . | =

WebSphere, [

| Logout

Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Clos= page

| View: All tasks

SSL certificate and key management

Welcome
Field help
For field halp information,
select a field [abel or list
marker when the help
cursor is displayed.

SSL certificate and key management > Key stores and certificates

Guided Activities
S Sarvers Defines keystore types, including cryptography, RACF(R]), CMS, Java(TM), and all truststore types.

Server Ty
= ServerTypes Keystore usages

SSL keystores ﬂ

Preferences

WebSphere spplication servers
webSphere MQ servers Page help
Mors information about

this pags

web servers

o) B [taver, || Delats || Changs p - |[ een

5elect| Name 3

Command Assistance
View administrative

scripting command for last

sction

Services

Resources

|=/ Security | Description & ‘ Management Scope I Path

n

Glabal security ¥ou can administer the fallowing resources:

Szay dlrsine HodeDefaultKeyStore Default key store for | (cell):ofss220137Node01Cell: | ${CONFIG_ROOTY/calls

Troubleshasting
Service integration

upDI
« 0

4

Administrative Authorization Groups ofss220137Node01 | (node):ofss220137Nodedl | /ofss220137Hode01Cell
SSL certificate and key management e
Security auditing Jofss220137Node01
Bus security /key.p12
Environment
NodsDefsultTrustStore | Default trust store for | (call):ofss220137Noda01Cell: | ${CONFIG_ROOT}/calls
System administration ofss220137Node01 | (node):ofss220137Hode01 | /ofss220137Node01Csll
/nodes
5
Usersland Grouos Jofss220137Node01
Monitoring and Tuning Jtrust.p1z

Total 2

The following screen is displayed.
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WebSphere Integrated Solu... %

| € | @ https://ofss220137 in.oracle.com9043/ibm/cansole/secure/securelogon.do v e | | Q, Search
WebSphere.. Logout
| View: All tasks | Dafines keystors typss, including cryptoarsphy, RACF{R), CMS, Java(TM), and all truststors types. i
B welcome
[# Guided Activities ‘General Properties - .
= Servers Name
[= Server Types |Nodeuafau\t><ey5tore B parsonal
¥ webSphere application servers cartificates
B webSphers MQ servers b . I
B Web servers [pefault key store for ofss220137Hode01 BPersonal
certificate
& Applications Managemant scope requests
4] Sarvicas |(:aH):ofsszzu137Nodeuu:ell:[ncde):ofsszzmsmodem ¥ Custom
properties
[+ Resources Path
© Security [s¢conFIG_ROOT}/cells/ofss220137Hode01Cell/nodes/ofs5220137Node01 /key.p12
® Global security # Password
¥ Security domains | | E
¥ Administrative Authorization Groups
Type
L= and key | E— |Z|
B Security auditing
¥ Bus security
Read only
[# Environment
[ System administration Initialize at startup
e e ot s [ Enable cryptographic operations on hardware device
[# Monitoring and Tuning
& Trosbleshostng (o]
[# Service intagration
[ UDDIT - iy
»

1. Click ‘Signer Certificates’.

The following screen is displayed.
N R

‘WebSphere Integrated Solu.,

\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do v e | ‘ Q Search

WebSphere.

Cell=ofs5220137 Node0 1 Cell, Profile=AppSrv01 Close page
| View: All tasks

55L certificate and key management

¥ welcome

BT = A SSL certificate and key management > Key stores and certificates > NodeDefaultKeyStore > Signar Field help
certificates For field helg information,
= Sarvers select a field label o list

Manages signer certificates in key stores. marker when the help

[ Server Types cursor is displayed.

[# Preferences
B webSphere application servers

¥ webSphers MQ servers | Add || Delete || Extract || Retrieve from port | Page help
B Web sarvers Mors information sbout
this page

[+ Applications

[ Services 5elect| Alias & | lssued to 4 ‘ Fingarprint (SHA Digest) £ | Expiration 2 Command Assistance

MNene scripting command for last

action

[# Resources

Total 0

|=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Enviranment

[+ Systzm administration
[l Users and Groups

[# Monitoring and Tuning

[# Troubleshsoting

[# Service integration
[# UDDI -

LA ——| ,

2. Click ‘Add’ button to add the extracted certificate of the second server.
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The following screen is displayed.

WEhSnr;e}e. I

=ofs5220127 NodeD1Cell, Profile=AppSrv01 Close page

rtificate and key management

welcome
& Guided Activities 551 certificate and key management > Key stores and certificates > NodeD > Signer certificates > Field help

Add signer certificate

For fiald help information,
select a field labal or list
Adds a signer certificate to a key store. rmarksr when the help
cursor is displayad.

[ servers

e givess General Properties

WebSphere application servers

WebSphere MQ servers # Alias Page help
Web servers [eccm More information sbout
this pegs

[# Applications # File name

[priKeysoresimyKeysore.cer

[#] Services
I+ Resources Data type

Base64-encaded ASCII data ||
[= Security L

el sy

Security domains

Administrative Autherizatien Groups
SSL certificate and key management
Security auditing

Bus security

[# Environment

[# System administration
[¥ Users and Groups

[# Monitoring and Tuning

[ Troubleshaating

[#] Service integration

RNt -
javascripticlearFilter('com.ibm.ws.console security SignerCertsCollectionForm') . b

3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

1.8.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.
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1.9 Managing Endpoint Security Configurations

To manage the endpoint security configurations, follow the instructions given below.

WebSphere Integrated Solu... %

(' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do - C | | Q Search i

WEhSph-ei'e.

Cell=0fs5220137 Node01Cell, Profil

Close page .

| View: All tasks -
SL certificate and key management
Welcome
7 @ ) e TTS SSL certificate and key management Field help
For field help information,
[* Servers select a field label or list

marker when the help
Applicar
& Applications 551 configurations Related Ttems curser is displayed.

[#] Services
The Secure Socksts Layer (SSL) protocol provides secure L confiaurations Page help
SSL configurations
[+ Resources communications between remote server procasses or endpoints. S50 Mors informstion about
= security can be used for establishing communications inbound to and Dynamic outbound this peas
=) Security outbound from an endpoint. To establish secure communications, a endpoint 551
Glebal security certificate and an S5L configuration must be specified for the endpoeint. configurations
Security domains In previous versions of this product, it vas nacessary to manually Key stores and
Administrative Authorization Groups configure each endpoint for Secure Sockets Layer (S5L). In this certificates
SSL certificate and key management version, you can define a single configuration for the entire Ky sets
Security auditing application-serving environment. This capability enables you to
Ero oy centrally manage secure communications. In addition, trust zones can ey ==t groups
be established in multiple node environments by overriding the Key managers
[# Environment default. cell-level SS5L configuration.
Trust menagers
[# System administration I .yuut.havatTti.grat:: a T:csurad erévimknzeLnt to t(hsizL\;ers\c;n us\:g the Certificate Authori
migration utilities, the old Securs Sockets Layer configurations '
[+ Users and Groups N ver s s (ca) dient
are restored for the various endpoints. However, it is necessary for you confiqurations
configurations
8 [t et T to re-configure SSL to take advantage of the centralized managemant
capability.

[# Traubleshooting
Configuration settings

[# Service intagration
Manage endpoint security

[+ UDDI

Manage certificate expiration

Manage FIPS

Dynamiczlly update the run time when SSL configuration changes
acour

1. Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security
configurations’.

WebSphere Integrated Solu... %

€ @ nips: 137.in.oracle.com onsole/secure/sec ¢ || Q search

WebSphere.

Cell=ofs5220137 Node0 1 Cell, Profile=AppSrv01 Close page

S5L certificate and key management

Welcome
L certi d key > i i i Field help

[ Guided Activities

For field help inform:

n,

s Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster. salect = field label or list
—‘ marker when the help
I+ Applications Local Tepalogy cursor is displayed.
Services
= Page help
5 Resources B Inbound More information sbout
=) Security Bl af22220137NodeniCell this page
B & nedes

Glabal security
Security domains

od=Defaultsst

Administrative Authorization Groups B outbound
SSL certificate and key management Bl ofsz220137N0de01Cell
Security suditing B nedes

Bus security

@ ofss220157Nods010 tings)

¥ Envirenment

[# System administration
& Users and Groups

[# Menitering and Tuning
& Troubleshoating

[ Service int=gration

[ UDDI

2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.

The following screen is displayed.
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WebSphere Integrated Solu...

| (' | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

"CHO\SEWm

WebSphere.

| View: All tasks

B welcome

[+ Guidad Activities
[# Servars

[ Applications

[# Services

[+ Resources

(=) Security

= Global security
Security domains

Security auditing
Bus security

(¥ Envirenment
|+ Systzm administration
[¥ Users and Groups

[¥ Monitoring and Tuning
[# Troubleshoating

[¥ Service integration

[® UDDI

[ ]
B Administrative Autharization Groups
¥ 5SL certificats and key management
[ ]
[ ]

Cell=ofs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

S5L certificate and key

> Mana

security confi

> ofss220127Nodedl

Displays Secure Sockets Layer (55L) configurations for selected scopes, such as a cell, node, server, or cluster.

General Properties

Related Items

Name

‘Df‘ssZZULS?NDdEUL

Direction

[tnbound

d

Specific S5L confi

55L configuration

ation for this

= ssL
configurations

© Dynamic
outbound
endpoint S5L
configurations

" Key stores and

certificates

Key sets

NodeDafoultssl sottings | = | Update certificate alias list | Manage certificates

te alias in key store

| Reset || Cancel |

Key set groups
Key managers
Trust managars
Certificate

Authority (CA
client

configurations

Close page

Field help
For fiald help inform
selact a field label

marker when the h
cursor is displayed.

Page help

More information aff|
this page

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’

and save the settings.

You can view the settings under ‘Inbound’.
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WebSphere Integrated Solu... %

\ + | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

"CHO\SEar(h

5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.

WebSphere.

| View: All tasks

" welcome

[+ Guided Activities
[# Servars

[+ Applicatiens

[# Services

[# Resources

(= Security

= Global security

Security demains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

L]
L]
L]
L]
 Bus security

[# Envirenment

[# Systzm administration
[# Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

[ Service integration

[® UDDI

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

551 certificate and key >

Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster.

Local Topology

security configurations

E Inbound
B ofss220137Node01Cell
B 3 nodes

E outbound
Bl ofss220137Hode0iCell
B £ nodes

0137Node01i(NodeDefaults

s ofss220137Node01 (NodeDefaultSSLSettings’

Close page

Field help

For field halp information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
this page

1.10 Protection Quality

1.

Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER

CONFIG }.
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‘WebSphere Integrated Solu...

(- & https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do TCHQS‘earrh | ﬁ B ¥+ # P ] @v 2 |- . ‘ =

WebSphere. Help | Logout

Cell=ofs5220137Node0 1 Cell, Profile=AppSrv01

Close page
| View: All tasks

55L certificate and key management
¥ welcome

&) Guided Activities SSL certificate and key management > SSL confi ions > NodeD i
B Defines a list of Sacura Sockats Layer (S5L) configurations.
[+ Applications
[+ Services General Properties Additi Properties
[# Resources -
+ Nama
" Quality of
1= Secunty \ NodeDefaultSSLSettings protection (QoP)
Global security settings

Trust store name
Security domains

| |
n
R A W S [ WodeDefaultTrustStors ((cell)iofss220137Node01Celli(node ) iofs2220137Node01) [~ |
| |
| |
n

" Trust and key

managers
S5L certificate and k [ ]

) - = Keystore name Custom
Security auditing properties

| NodeDefaultkeyStore ((cell):ofss220137Node0iCell: (node):ofss220137 Noded1)
Bus security

Related Items

[+ Environment rver certificate alias

" Key stores and
certificstes

[+ Systzm administration

[¥) Users and Groups Default client certificate alias

[# Manitoring and Tuning

() Troubleshoating Management scope
[ Service integration ‘(:ell):0&522013?N0d201CeH:(noda]:ofssZZDlE?NodeDl
[¥ UDDI

Reset || Cancel |

2. On the right side, click ‘Quality of protection (QoP) settings’.
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WebSphere.

| WebSphere Integrated Solu... )‘\+

| View: All tasks

Welcome
Guided Activities
Servers
Applications
Services
Resources
(= Security

Global security

Security domains
Administrative Autherization Groups
SSL certificate and key management
Security auditing

Bus security
Environment
System administratien
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

uDDI

(' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

5SL certificate and key management

551 certificate and key

C || Q Search

> 551 configurations > NodeDefault551 Settings > Quality of protection

(QoP) settings

Specifies the security level, ciphers, and mutual authentication settings.

General Properties

Client authentication

Protocol
551 TLS n
Provider

@ predefined JSSE provider
Select providar

) custom ISSE provider

Cipher suite settings

Cipher suite groups
n Update selected ciphers

Cipher suites

:

Apply Reset || Cancsl

Selacted ciphers

SSL_RSA_WITH_AES_128_CBC_SHAZS6
SSL_DHE_RSA_WITH_AES_128 CBC_SHA256
SSL_DHE_DSS_WITH_AES_128_CBC_SHA256
SSL_RSA_WITH_AES_128_CBC_SHA

SSL_DHE RSA_WITH_AES_128_CBC_SHA

&

Field help

For field help information,
select 3 field label or list
markar when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View administrative

scripting command for last

action

mn

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.

Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making

the changes.

/I New Changes

1.11 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default

password is ‘WebAS’.

SSL port information is available in the following screens.
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\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

_CHO\SEar(h

WebSphere,

| View: All tasks

B welcome
[+ Guidad Activities
|-l Servers

[ Server Typas
¥ WebSphere application servers
B webSphere MQ servers
= web servers

I+ Applications

[H Services

[+ Resources

[ Security

[+ Environment

[+ System administration
[+l Users and Groups

[# Monitoring and Tuning
[+ Troubleshooting

[+ Service integration

[¥ UDDI

71 Parallel sta

Start components as nesded

Access to internal server classes

Server-specific Application Settings

ar policy

Class loading mode

[ classes loaded uith parent class loader first [-]

E EJB Container
Settings

@ Container Services

& Business Process

Services
Applications
© Instslled applicaticns

Server messaging

¥ Messaging engines

¥ Messaging engine
inbound transports

' WebSphere MQ link
inbound transports

" SIB service
Server Infrastructure

@ Java and Process

Management
@ Administration

" Javs SDKs
Communications
&

B Messaging

" Communications

Enabled Applications
[CEA
Performance

" performance
Mo

Infrastructura (FMI)

1. Click ‘Ports’.

2. The details are displayed as follows.
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WebSphere. Help | Logout
-
| View: Al tasks c icati
" welcoms =
[# Guided Activities . o Details
5 Servers BOOTSTRAP_ADDRESS 2809
Bl Server Types SOAP_CONNECTOR_ADDRESS 8880
B webSphere application servers ORB LISTENER ADDR 3100
¥ WebSphere MQ servers = = Ess
B Web servers SAS_SSL_SERVERAUTH_LISTENER_ADDRESS | 9401
& Applications CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS | 9403
CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS| 9402
[+ Services
o WC_adminhost 5060
5 Secerity WC_defaulthost s080
DCS_UNICAST_ADDRESS 8353
[# Environment = E
WC_adminhost_sacure 5043
[+ System administration = =
WC_defaulthost_sacure 2443
[# Users and Groups = =
SIP_DEFAULTHOST 5060
[# Monitering and Tuning =
SIP_DEFAULTHOST_SECURE 5061
# Troubleshoating
SIB_ENDPOINT_ADDRESS 7276
[+ Service integration
SIB_ENDPOINT_SECURE_ADDRESS 7286
[# UDDI
SIE_MQ_ENDPOINT_ADDRESS sss8
SIB_MQ_ENDPOINT_SECURE_ADDRESS 5578
1PC_CONNECTOR_ADDRESS 2633
(OVERLAY_UDP_LISTENER_ADDRESS 11003
OVERLAY_TCP_LISTENER_ADDRESS 11004
H Messaging
" Communications Enabled Applications (CEA)
Performance
m o Shmrimn Tefemmbr b (ERATY k=4
3

1.11.1 Default JAXRS provider settings

1. Navigate to Websphere home page.

2. Expand Servers > Server Types and click ‘Websphere application servers’.
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WebSphere Integrate Solu... X oo T |

€ 0a 1.3043/ibm/console ure e |[Q searcn B 3 &4 O =

WebSphere.
Gell=0fs522277 1 Nod=01Gell, Profile=App5rid 1 Close page
‘ View: All tasks. - ‘
Appiication servers E
= welcome
Application servers Field help

(+) Guided Activities
D Sarvars Use this page to view a list of the application servers in your snvirenment and the status of sach of these servers. You an alsc use this page to changs the status of =
spediiic application server.

For field halp information, select 2
field Iabel or list marker whan the
help cursor is displayed.

= Server Tvpes @ Praferances
B WebSphere spplication servers Page help
5 WebSphere MQ servers
H web servers

Mors information sbout this psgs

Command Assistance

Visw scripting
‘command for last action

Name & Hode Version ¢

[ Applications
“ou can administer the following resources:

® Services
ssrvert | ofss222771Mode0t | Bass 5.0.0.0
=
Total 1
= scheculers

¥ Object pool managers

¥ Java EE default resources
= ams

IMS providers

= Connection factorias
™ Queue connection factories
= Topic connection factories
=
=

# Activation specificarions
& 08C
# Resource Adapters
[ Concurrency
[ Cache instances
& wai
[ URL
# Resource Environment.
¥ Security
& Environment
% System séministraion
¥ Users and Groups
 Monitoring and Tuning
¥ Troubleshooting
e e

# UDDI

3. Click ‘server?’.

The following screen is displayed.
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| View: All tasks

welcome
Guided Activities
[ Servers
[5] Sarver Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resources
Security

Environmant

System administration

Users and Groups

Monitoring and Tuning

Troubleshooting

Service integration

uDDI

Cell=ofs52311634Nod=08Cell, Profile=ELCMOBCLAPR

|Application servers

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services required to run
entarprise applications.

Runtime | | Configuration

General Properties

Container Settings

Hame

Session management
= |

SIP Container Settings

Hode name Web Container Settings

|uF552311694NDdEDEI |

Bortlet Container Settings
Run in development mode EJB Container Settings
parallel start E Contsiner Servicas

Application profiling service

Start components as needed R
Transaction service

Access to internal server classes Dynamic cache service

Compensation service

- P N Default JAXRS provider settings
Server-specific Application Settings ey rovicer setinas
Internstionalization service

Classl

der poli
g Default Java Persistence APL

settings
Obiect pool service

|z| QORE service

Startup beans service

Clzss losding mods

[ Classes loaded vith parent class loader first

Business Process Services

Applications

Installed applicstions

Server messaging

Massaging engines
Messaging engine inbound transports

WebSphere MQ link inbound
transports

SIE service

Server Infrastructure

Java and Process Mansgemant

Close page

Help -

Field help

For field help information,
selact a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

4. Expand ‘Container Services’ under Communications and select ‘default JAX-RS provider

settings’.

The following screen is displayed.
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javascript:showHideNavigation('containerservices.properties')

WebSphe

| View: All tasks

Welcome
Guided Activities
[ Servers

[ Server Types
WebSphere zpplication servers
WebSphere MQ servers
Web servers

Applications

Services

System administration
Users and Groups

onitoring and Tuning

roubleshosting
Service integration

uDDI

5. Select JISX_RS Provider version 1.1 from the drop-down list.

Cell=0fss2311694Node08Cell, Profile=ELCMOBCLAPP

Application servers

Application servers > serverl > Default JAXRS provider settings

Use this page to configure the default JAX-RS provider for this server.

Configuration

General Properties

Bl Provider

Close page

Field help
For fiald help information,
select 5 field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View administrative

scripting command for last

action

6. Click ‘Apply’ and ‘Save' the changes. It is recommended to restart the servers after making

the changes.
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2. Creating Resources on Websphere

2.1 Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

2.2 Creating Queues on Websphere MQ Server

The process of creation of queues on Websphere is explained under the following headings.

2.2.1 Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:
1. Start MQ server console.

& IBM WebSphere MQ Explorer OEx

Fle window kel

2. MQ Explorer - Mavigator 1% = &% 7 = O ) mQExplorer - Content 52 ¥ =0
= &F MQ

WebSphere. MQ

(& M5 Administered Objects

Welcome to MQ Explorer
(= Service Definition Repositories

In MQ Explarer vou can administer local and remote queus managers and their
reso h a3 queuies, channels, and listeners.

Queue manager icons

The Fallowing icans are used in the Navigator view to indicate quevs manager status:

K Local queue manager; rurning and connected ko MQ Explorer
4! Local queue manager; running but discornected from 1MQ Explorer
&/ Local aueus manager; stopped and disconnected From MQ Explorer
Remote queue manager; connected to MQ Explorer

Remote queus manager; disconnected from MG Explarer

@/ Local queue manager; running as standby and disconnected from MQ Explorer

2. Onthe left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:
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€ IBM WebSphere MQ Explore
&

Fle Window Help
= I EIW MGy Explorer - Content: &3

i

MQ Explorer - Navigator &0
= 5 1BM WebSphere MQ
&

Queue Managers

‘ Fileer: Standard For Queus Managers

(= Quee Manage  SowlHide Queue Managers
o 5 Adminster, P04 Remote Queue Manager
Dead-letter queue | Description | Default bind type

(& Service Definti

Platform  Queue-sharing group name.

e manag...| Command level  Queue manager status

Scheme: Standard For Queue Managers

47103

[ Last update

Select & queUS manager to show its connection detals here:

The following screen is displayed:

2-2
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r‘@’ Create Queue Manager |:I®

Queue Manager

Enter basic walues

Dueue Mmanager name: | QM_DDHPOS20 |
[¥]3ake this the default queus manager:

Default bransmission queue:

Dead-letter queus:

Max handle limit: | 236 —

Trigger inkerval; | EEEEEEEEE s

Max uncommitted messages: | 10000 —

) < Back [ Mext = ” Einish H Cancel l

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.

4. Click ‘Next'. The following screen is displayed:
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4P Create Queue Manager

Queue Manager

Enter data and log values

CUeUe manager name: | OM_DDHPOSZ20

%) Use circular logging
) Use linear logging

Log file size: (x4kB) | 4096

Log primarsy Files: | 3

Log secondary files: | Z

Data and Log paths

Data path: |

| BErowse, .,

Log path: |

| Browse, .,

< Back ][ Mexk = ”

Einish

5. Click ‘Next’.

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter configuration options

QuUeUE Mmanager Name: | OM_DDHPOSZ0

Start queus manager after it has been created
Multi-instance Queue Managet:
[ ]Permit a standby instance

Select bype of queue manager startup

'@' Aukomnakic
{1 service (manual)

() Interactive {manual)

Configures the queue manager to start automatically when the machine starts up.

Create server-connection channel ko allow remote administration of the queue
managet over TCPJIP
[ ]create server-connection channel

|I Finish H Cancel

6. Click ‘Next'.

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter liskener options

QuUeUE Mmanager Name: | OM_DDHPOSZ0

The gquewe manager needs a liskener to monitor For incoming network, connections,
fFor some nekbwork prokocols,

Create listener configured For TCP/IP

The listener needs ta lisken on a port number not used by any other quewe
manager, service or application on this computer

Listen on port number: | 1414

|I Firish H Cancel

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter explorer opkions

QuUeUE Mmanager Name: | OM_DDHPOSZ0

Autoreconneck

Autornatic Refresh

automatically refresh information shown For this queue manager

Interval {seconds): | 15 — | [ Apply Default

Einish ] [ Cancel

8. Click ‘Finish’.
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* Command; crtmagm -sa -q QM_DDHPOS20

ebSphere MO queue manager created.

Directory 'Ti\Program Files\ IBMWebSphere MOQgmarsQM_DOHPOSZ0" creat
The Queus Manager ended for reason 545234625 "

exitvalue = 263455553

Close

Close the message. The following screen is displayed:

€ IBM WebSphere MQ Explorer

Ele Window Help

251 MQ Explorer - Navigator I3 &5 ¥ = B[ B Mg Explorer - Content 5 g~ =0
a 1BM WebSphere M
6 Bl 2 Queue Managers
&1 qm_porrosz0 |Fi\ter‘ Standard for Queus Managers v

(= Queue Manager Clusters
(&> M5 Administered Objects
(= Service Definition Repositories

/ Queue manager name Command level | Quete manager status Platform | Queue-sharing group neme | Deadetter queus  Description | Defaul bind by,

&1 qM_pokposz0 01 Stopped Windows Shared

< | >

| Scheme: Standard for Queus Managers 7

| Last updated: 16:50:26

Select @ queue manager to show its connection detalls here:

9. Right click ‘Queue Manager’ and select ‘Start’.

The following screen is displayed:
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4 1BM WebSphere MQ Explorer
File Window Help

‘25 M Explorer - Navigator &7 gh ¥~ =0
O oudwtre Queue Manager QM_DDHPQ520

16y Explorer - Content 23

& Connection Quickview:
(= Queue Manager

= M3 Administered Connection status Disconnected
Connection bype Local

(= Servics Defintion | Delete. . oo e

Tests N Channel name

Channel defintion tale
Connection Detalls b Refresh interval

Autoreconnect
Properties...

Hide:

15
ves

[ Last updated: 16:50:53

Status Quickiiew:

Queue manager status
Command server skatus

Stapped
Stapped

10. Right click ‘Queue Manager QM

_DDHPO0520’ and select ‘Start’. The following screen is
displayed:

Start Queue Manager - "OQM_DDHPO520™

Choose Start Method:
@::tart as created
O Start as service
O Start interactive

Mulki-instance Queue Manager:
[ Permit a skandby instance

11. Click ‘OK’.
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4 13M WebSphere MQ Explorer
Rl window el

7. MQ Explorer - Navigater | = g% 7 7 )| i mgExplorer - Cantere 11

= @ It websghere )

5 Queus Mansgar Chitses
5 5 Adniristseed Objects
& Service Definkion Repeskories

Queue Manager QM_DDHPO520

Connecton Quickvien

‘Connection status

Last updated: 17:16:07

Satus Quicktem:
‘Queus manager status
Comemend sorver staus
Charnel inkiator status
Conrection count
Stanchy

Lask updated; 17:16:07

Properties Quickiiew,

‘QuauE manager name

Conmend level
Disfauk transmission qusus
Startup

Loz updated: 17:16:07

Connectad
Local

15
Vs,

Funning
Running
sopped

4
ek permitted

QM_pDHROS20
wandms
LN

Auomaic

2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.
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4 IBM WebSphere MQ Explorer

File window Help

5. 1MQ Explarer - Mavigatar % i o = g8 ¥ = O Bl moexplorer - Cortent 52 # gy ¥ =0
= € 1BM websphere MQ
5 oo Moraers Queue Manager QM_DDHP0520
) Hi

Connection Quickyiews:
(> Queue Manager Clusters

& M5 Aduinistered Objacts Connection status Connected
Connectian type Local
(> Service Defintion Repositories Connoction rame
Channel name
Channel definition table
Refresh interval 15
Autoreconnect Yes
[ Last updated: 17:16:07
Status Quickbiew:
Queue manager status Furning
Command server status Running
hanmel iniator status Stopped
Connection count 4

Standby Mot permitted

[ Last updated: 17:16:07

Properties QuickYiew:

Quewe manager name QM_DDHPOSZ0
Description

Platform Windows
Command level 701

Default transmission queue

Startup Automatic

Last updated; 17:16:07

On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

€ IBM WebSphere MQ Explore

File Window Help
25 MQ Explorer - Navigator &3 i)

= ¢ 1BM WebSphere MG
== Queue Managers
= 50 Qu_porposen
=

&% 7 7 O B Mo Esplorer - Content 3%

Queues

‘ Fiter: Standard For Queves

Queustype | Open input count | Open ouEpuE court

Status Aliss Queve.
Model Queve...

Remote Queus Definition. .

Current queus depth | Max queus depth | PU

> Queue Manager| 1955 4
= M5 Acinistere Obiect Authorities
; T T
(= service Definiion Repositories

The following screen is displayed:
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r level in WAS.

4 New Local Queue

Create a Local Queue

Enter the details of the object you wish to create

Hame:
NOTIFY_QUELIE

Select an existing object from which to copy the attributes For the new object.

| S¥sTEM.DEFALLT LOCAL. QUELE | [gstect... |

when this wizard completes, another wizard can be started automatically to create a matching object.
[]5tart wizard to create a makching M35 Queue

@ cpsck [ mext» | [ Emsh | [ cancel |

3. Specify the queue name. Click ‘Next’. The following screen is displayed:

& New Local Queue

Change properties

Change the properties of the new Local Queue

General

General
Extended
Cluster
LIELE Name; MOTIFY_QUEUE
Triggering o | =2 |
Events Clueue bype: | Lacal |
Skorage
Skatistics Description: | MOTIFY_QUELE |
Put messages: |Allowed i |
Geft messages: |Allowed v |
Default priority: | 0 —

Default persistence:

Scope: |Quaue manager e |

Usage: |N0rmal v |

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.
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2.3

2.3.1

4 IBM WebSphere MQ Explorer OEx
Hle window belp

1251 MQ Explorer - Mavigator 12 &5 7 = 0| @] Mg Explorer - Content. 52 H# W ogs ¥ =0

= & 1B websphere MQ
= (= Queus Managers
B QM_DDHPOS20_MEW
=50 om_poHRos20
= Queuss
= Topics
(= Subscriptions
(= advanced
(= Queue Manager Clusters
(> M5 Administered Objects
(= Service Definition Repositories

Queues

‘ Filter: Standard for Queues - ‘

< ) >

‘ Scheme: Standard For Queues - Distributed =

| Last updated: 18:38:00

5. You can find the new queue name in the list.

Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

Creating Queue Manager

Change the directory to ‘<Websphere_ MQ_HOME>’. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>
Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2

2.3.3

2.3.4

2.35

2.3.6

Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

Starting MQ Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE’ is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

Ending MOSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the IMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_ MQ_ HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME'’ is the
MQ server software installation path.

In this folder, you will find the file ‘JIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/INDI

Example
PROVIDER_URL=file: ivar/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA INSTALL_PATH=/opt/mgm/java

export MQ_JAVA DATA PATH=/var/mgm

export MQ_JAVA_LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mg.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch JMSAdmin

STOP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JMSAdmin.config’ file. Move
to the directory ‘<Websphere_ MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmIn’ as shown in the
figure.
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This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:

define gcf (<gcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define gcf (fc_qcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.
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@

110.180.196.51 - PuTTY

InitCtx

Once this is created, you need to check whether the .bindings file is available in the path given in
‘JIMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues
require connection to Oracle FLEXCUBE application.

Example
Following are the DIRECT queues:
e NOTIFY_QUEUE
e EMSIN_QUEUE
e EMSOUT_QUEUE
e SFMS_INQUEUE
e SFMSOUT_QUEUE
e RTGS_INQUEUE
e INTERNAL_BIPREPORT_QUEUE
e INTERNAL_BIP_QUEUE_DLQ
e INTERNAL_BIPADVREPORT_QUEUE
e INTERNAL_BIP_ADVICE_QUEUE_DLQ
e INTERNAL_GI_UPLOAD_QUEUE
e INTERNAL_GI_UPLOAD_DLQ
e EMS_QUEUE_DLQ
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You need to create JMS queues for the above queues as shown in the figure:

#  QUBUE name Queus bype | Openinput count | Open output count | Current queue depth
(=}0EFFERED DEST_OQUELE sl o Jo o |
|=| EL_MOTIFY _DLG Local a i} i}
|=| EL_MOTIFY _REQ_Q Local 1] i} i}
|=| EL_MOTIFY _RES_Q Local 1] i} i}
|=| ELMDE _DLG Local 1] i} i}
|&=| ELMDE_REQ_Q Local i i} i}
|&=| ELMDE_RES_G Local i i} i}
|&=| EMS_ExXTQUELE Lacal a i} i}
=l EMS_IMNGUELE Local z i} i}
=] EMS_OUTQLUELE Local 1 i} i}
|=] MDE_QLELIE Local a i} i}
|=| MDE_QUELE_DLQ Laocal a i} i}
|=| MDE_QUELE_RESPOMNSE Laocal a i} i}
|=| MOTIFY_DEST_QUELE Local a i} i}
= MOTIFY_QUELE Local 1 i} i}
= MOTIFY _QUELE_DLG Local 1] i} i}
|=| RTGS_INGQUELE Local 1 i} i}
|&=| SFMS_INGUELE Local 1 i} i}

2.3.9 MO Channel Authentication

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e b Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e () Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

2.4 Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:
1. Install IBM MQ client in a client terminal.
Open the client MQ explorer.
Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.

2

3

4. Click ‘Add’ in the Show/Hide Queue Managers window.

5. Specify the name of Queue Manager which is created in the MQ server. Click ‘Next’.
6

Specify the IP address of the IBM MQ server in the Host name or IP address field.
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7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

> 16M WebSphere MQ [_[5]x]

fle Window Help
5 ebphere HQ Explorer - Navigatar 53 | = ebsphece 14 Expler - Content ] w0 -~ =0
=€ 18 websphere MG
> Queus Hanagers Qvrzs
& E’SMGR 0n'10,180.196 51(1415) [ Fiter: Standard for Queues
ueues
B Advanced ~_Quetename [ Gueue type [ pefinition type [ open input count [ Open outpur count [ Current queve depth [ 11 queue depth [ Pue messages
(= Channels | EMSIN_QUEUE Local Predefined 1 o o 5000 Allowed
& Clint Connections I EMSOUT_GLELE Local Predefined 1 0 12 5000 Alowed
(& Listzners | EMSOLT_GUELE_DLQ Local Predefined 0 0 ] 5000 Allowed
& serviess . Lol Foqmer. Lacal Predefined 0 0 o 5000 Alowed
o pentons I MB_GLELE Local Predefined 1 o o 999999999 Alowed
Iy MDB_GUELE DLG Local Predefined 0 0 3 999999999 Alowed
(= Authentication Information
L&l c_omen I MDB_QUELE_RESPONSE Local Predefined 0 0 12 939999993 Alowed
12 ot on et sp2101414y e NOTIFY_DEST_QUELEE Local Fredefined | 0 o 1 500 Alowed
TEST on ichw-ap-21¢14157 e NOTIFY_QUELE Local Predefined 3 o o 500 Alowed
Bl wingM Il NOTIFY_QUELE DL Local Predefined 0 0 19 s000 Allowed
(= Queue Manager Clusters I RTGS_DEST_QUELE Local Predefined 0 0 0 5000 Alowed
I RTGS_IN_QUELE Local Predefined 1 0 0 s000 Alowed
e 5FMS_DEST_QUELE Local Fredefined 0 o 32 500 Alowed
e 5FM5_IN_QUELE Local Predefined 1 0 3 s000 Allowed
I SFMSOLT_QUELE Local Predefined 1 0 5000 Alowed
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI configuration needs to be used in data sources, please refer the vendor specific support
manual and make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In’.
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4. Navigate to the Websphere home page . Expand ‘Security’ and select ‘Global Security’. The
following screen is displayed.

I — | o = o N |

WebSphere.

Cell=ofs5220127Node01Cell, Profile=2ppSrv01

Close page  »
| View: All tasks

Global security
¥ welcome

[ Guided Activities Global security

= Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security poli

Applications applications.
ppl ppl

[# Services
r | Security Configuration Wizard | | Security Corfiguration Report |
esources
(=) Security Administrative security Authentication
]

Global security

Enzble administrative security ' Administrative user roles Authentication mechanisms and expiration
Security domains

Administrative Autherization Groups

SSL certificate and key management

" Administrative aroup roles

¥ administrative authentication

@ Ltpa

Kerberas and LTPA

Security auditing
Bus security

Kerberos configuration
Application security

) SWAM (deprecated): No authenticated communication |
[# Environment

& S Authentication cache settings
1 enable application security Authentication cache settings
[# System administration

@ Web and SIP security
u d G i
[+ Users and Groups Java 2 security @ RMI/TIOP security
[ Monitoring and Tuning Use Java 2 security to restrict application access to local resources

= @ Java Authentication and Authorization Service
[® Troubleshosting
& Se - O Enable Javs Authentication SPI (JASPI)
rvice integration
=2 Providers
[¥ UDDI

User account repository

Use realm-qualified user names
Realm name

defaultWIMFileBasedRealm

" Security domains
Current realm definition

¥ Externsl authorization providers
Federsted repositories

" Programmatic session cockie configuration

Available realm definitions ¥ Custom properties
LUSTOM Droperties

Federsted repositories

|z| Configure. Set as cument

5. Expand ‘Java Authentication and Authorization Service’ and click ‘J2C authentication data’.

The following screen is displayed.
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WebSphere Integrated Solu...

\ (' | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de v | ‘ Q, Search

WebSphere,

Cell=ofs5220137 NodeD1Cell, Profile=AppSrv01 Clos= page
| View: All tasks

Global security
B welcome

& Guided Activities Global security > JAAS - 12C authentication data Field help
For field help information,
& Servers Specifies = list of user identities and passwords for Java(TM) 2 connactor security to use.

select a field label or list

) i ) - o marker when the help
® Applications Prefix new alias names with the node name of the cell (for com with earlier ] cursor is displayed.

Services
= Page help
[ Resources More information sbout
(=) Security [# Preferences this page
" Global security Command Assistance
B Security domains tra
¥ Administrative Authorization Groups scripting command for last
B 551 certificate and key action
e A ~ it 2
B security auditing SElett| Alias & User ID Description 3
= Bus security “ou can administer the following resourcas:
[ Environment ofss220137Node01/FC1Z1ASK FCLZ1ASK FC121ASK
[+ System administration
ofss220137Node01/FCUBS121 DEV FCUBS121_DEV FCUBS121_DEV
[ Users and Groups

[ Monitoring and Tuning S

[# Troubleshoating

[# Service integration
[¥ UDDI

6. Click ‘New'.

The following screen is displayed.
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Wehth.ere.

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

Global security

welcome
[ Guided Activities Global security > JAAS - 13C authentication data > New... Field help
For field help information,

s Spacifies a list of usar identities and passwords for Java{TM) 2 connactor security to use. calact = fiold labal or list
General Properties marker when the halp
& Applications cursor is displayed.
s * Alias
[FerTR= | Page help
[# Resources More information about
# User ID thi
i= pae
Se
(B E=E [FerTR= |
Global security Command Assistance
Security domains + Password Visw sdministrative
Administrative Authorization Groups ‘""" | scripting command for last
SSL certificate and key management Description action
Security auditing ‘FCITRZI |
Bus security
[# Environment [ Aoply || OK || Reset || Cancel |

[+ Syst=m administration
[# Users and Groups

[# Monitoring and Tuning
[+l Troubleshooting

[# Service int=gration

¥ UDDI

L ———

7. You need to define the connection properties. Specify the following details.
e Alias
e User ID of the Database
e Password of the Database
e Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link appears in
the top.

3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.
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2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers’.

(' | @ httpsi//ofss220137.in.oracle.com:9043/ibm/console/secure/securelagon.do v e | | Q search | ﬁ B ¥+ @ P @ v # |~ . | =
WebSphere. Logout
Cell=0f=5220137 Node01Cell, Profile=AppSrv01 Close page
| View: All tasks
1DEC providers
B welcome d hel
N Field help
¥ Guided Activities 1DBC providers ) . !
For field help information,
H Servers Use this page to edit properties of a JDBC provider, The JDBC provider object encapsulates the specific JDBC select a field label or list
driver implementation class for access to the specific vendor database of your environment. Learn mora about arker whan the help
[ Applications this task in a guided activity. A guided activity provides a list of task steps and more general information about cursor is displayed.
the topic.
[+ Services Page hel
= Scope: Cell=ofss220137Node01Cell age help
= Resources More information about
B Schedulers Scope specifies the level at which the resource definition is visible. For this page
¥ Object pool managers detailed information on what scope is and how it works, see the scope Command Assistance
[ IMS, settings help. ‘ ‘_"‘s““
View administrative
- scripting command for last
8108 | Cell=ofss220137Node01Cell El seripting command for last
¥ IDBC providers = action
[ ]
D sourees i Preferances
¥ Data sources (WebSphere Applica
Server'v4)
[# Resource Adapters
[® Asynchronous beans
[#] Cache instances pe & i &
[ Mail
[# URL
[ Resource Environment
[# Security
[# Environment
[+ System administration

[# Users and Groups
[ Monitering and Tuning

[ Troubleshoating <

3. Select ‘Node’ from the dropdown list.

ORACLE 35



Click New, The following screen is displayed:

WebSphere Integrated Solu...

WebSphere.

| View: All tasks =

¥ welcome
[+ Guided Activities
[# Servers
[ Applications
[# Services
[ Resources
B schedulers
B Object pool managers
[# IM5
= IDBC

¥ JDBC providers
¥ Dpata sources

¥ Data sources (WebSphere Applica
Server \4)

[+ Resource Adapters

[# Asynchronous beans

[ Cache instances

[ Mail

[l URL

[ Resource Environment
[# Security
[ Environment

# System administration

[# Users and Groups
[# Monitoring and Tuning

[+ Troubleshosting -

Cell=ofss220137 Node01Cell, Profile=2ppSrv0L

Create a new JDBC Provider

Create a new JDBC Provider

Step 1: Create new Create new JDBC provider

JDBC provider

Set the basic configuration values of a IDBC pravider, which encapsulates the
specific vendor JDBC driver implementation classes that are required to access

SEEEEE et the database. The wizard fills in the name and the description fialds, but you
information

Step 2: Enter

can type different valuss.

Step 2: Summary Scope

‘ce”s:of‘SSZZU13?N0deUlCE||:nodes1Df‘ssZZULS?NDdeUl:sENEr’s:sENerl

# Database type
Tt

# Provider type
| Oracle JDEC Driver

# Implementation type
[ connection pool data source [+

# Name
[oracle 1DBC Driver

Description
Oracle JDBC Driver

Help

Field help
For field help information,
selact a field labal or list
marker when the help
cursor is displayed.

Close pags

\ " | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v e | | Q, Search L

-

4. Specify the following details:

Database Type

Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

Connection pool data source

Name

FCUBS

Description

FCUBS JDBC Driver

5. Click ‘Next'.

The following screen is displayed:
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WebSphere.

| View: All tasks

B welcome
[+ Guided Activities
[+ Servers
[+ Applications
[+ Services
=] Resources
¥ schedulers
¥ Object pocl managers
[ IMs
= JoBC
= IDBC providers

¥ Data sources

¥ Data sources (WehSphere A
Server V4]

m

[#| Resource Adapters
[+ Asynchronous beans
[#] Cache instances

& Mail

[ URL

[+ Resource Environment
[+ Security

[+ Environment

(4] System administration
] Users and Groups

[+] Manitoring and Tuning

[+ Troubleshooting -

Create a new JDBC Provider

fss220137 Node01Cell, Profile=AppSrv01

Close page

Step 1: Create new
JDBC provider

Step 2: Enter
database class path
information

Step 3: Summary

Enter d

class path inf tion

Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi
your JDBC provider. This wizard page displays a default list of jars and allows you to set the
environment variables that define the directory locations of the files. Use complete directory paths
when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windows(R) or
/home/dbzinstl/sqllib/java on Linux(TM].

Entries are separated by using the ENTER key and must not contain path separator characters (such
'+ or "t"). If & value is specified for you, you may click Next to accept the value.

Class path:

${ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar

Directory location for "ojdbes.jar” which is saved as WebSphere variable
${ORACLE_JDBC_DRIVER_PATH}

|D: Softwa res\k\ppl ication Server\IBM\Webpshere\AppServer\OptionalLibraries\oracle\JDBCY

Previous | Nesct | Cancel |

SR —

6. Provide the location of ojdbcé6.jar. Click ‘Next'.

Note :If ojdbc6.jar is not available at your Websphere server, then copy them into your server
(eqg: path: /scratch/app/WAS9/lib) and run an export of the jar .

(Eg.in putty run a command

export ORACLE_JDBC_DRIVER_PATH=/scratch/app/WAS9/lib;)Then give the “Directory
location for ojdbc6.jar which is saved as Websphere variable

${ORACLE JDBC DRIVER PATH}" as /scratch/app/WAS9/lib

The following screen is displayed.
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WebSphere Integrated Solu..

(- - https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v ‘ | Q, Search ‘ ﬁ ‘ E -‘ ﬂ 4 @v

WebSphere.

——————— .| Cell=0fss220137Node01Cell, Profile=AppSrv01 Close page
| View: All tasks =

" welcome
[# Guided Activities Creaste a new JDBC Provider
# Servers
= Applications

[# Services

val
© Resources Flues

' Schedulers
¥ object pool managers =» Step 3: Summary JDBC provider name Oracle JDEC Driver
[ IMs.
= IDEC

¥ IDBC providers

Scope cells:ofss220137Node0iCellinodes: of: 20137Node01:ser verl

Description ‘Oracle JDBC Drivar

Class path 5{ORACLE_IDBC_DRIVER_PATH}/ojdbcE.jar

U Eoe sorsems ${ORACLE JDBC_DRIVER_PATH} | C:\Oracle\app\sarrathi\product}12.1.0\dbhome_1\jdbc\lib\oidbcs.jar
¥ Data sources (WebSphere Applic

Server V4)

Implementation class name oracle jdbec.pool.OracleConnectionPoolDataSource

[+ Resource Adapters =
Previous
[# Asynchronous beans

[+] Cache instances

= Mail

[ URL

[# Resource Environment
[ Security
[# Environment

[# System administration

[ Users and Groups
[# Monitoring and Tuning

[# Troubleshooting o

7. Click ‘Finish’.
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WebSphere Integrated Solu..,

L (' | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v ‘ | Q, Search

WebSphere.

————————————————— || Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Close page
| View: All tasks =i
B welcome
- : Field help
|2 G 2 B Messages For field help information,
| S (B Eera=s (e ooy e (o e e e s, e s select a field label or list
marker when the help
[# Applications B Save directly to the master configuration. cursor is displayed.
— [ ) A -
[# Services Review changes before saving or discarding page help
[ Resources Mors information about
B Schadulars &y The server may need to be restarted for these changes to take effect. this page
B Object pocl managers Command Assistance =
[ IMS. ) View adminictrati
IDBC providers iew administrative
= JDBC scripting command for last
O mremmi=s L Us= this p=ge to edit proparties of 2 JDBC provider. The IDEC provider abject ancapsulates the spacific action
" o IDBC driver implamentation class far access to the specific vendor database of your environment. Learn
- ks saurces _ more about this task in @ guided activity. A guided activity provides a list of task steps and more general
Data sources (WebSphere Applic information about the tapic.
Server \4)
@ Resource Adapters = Scope: Cell=ofss220137Node01Cell, Node=ofss220137Node01, Server=serverl
Asynch b
[ Asynchronous beans Scope specifies the level at which the resource definition is visible. For
[# Cache instances detailed information on what scope is and how it works, see the scope
[ Mail settings helo.
[ URL
| Node=ofss220137Nod=01, Server=serverl El
[#] Resource Environment
& Security [ Preferences
[# Environment
[+ System administration
[ Users and Groups
Select| Na = | Scope | Description 3
[# Monitoring and Tuning = B iption
You can administer the following resources:
[# Troubleshooting - : ; : -

8. Click ‘Save'.

3.3.3 Creating Non XA Data Source

Follow the steps given below:

9. Login to the application server administration console.

10. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.
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A (- J @ https://ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do e ‘ | Q Search

WebSphere.

Cell=0fs5220137 Node01Cell, Profile=AppSni01 Close page
| View: All tasks

Data sources

B welcome

Field help
- Data sources
Guided Activit
& Gui vities For field help information,
& Servers Use this page to edit the settings of a datssource that is associated with your selected JDBC provider. The select = field label or list
datasource object supplies your application with connections for accessing the database. Learn more about rmarker when the help
® Applications this task in 2 guided activity. A guided activity provides a list of task steps and more general information cursor is displayed.
- about the topic.
[# Services hel
= Scope: Cell=ofss220137Node01Cell Page help
=l Resources More information about
B Schedulers Scope specifies the level at which the resource definition is visible. For this page
B Object pool managers detailed information on what scope is and how it works, s== the scops .
© s ettings help. Command Assistance
View administrative
= JDBC scripting command for last

[ celi=ofes220137n08=01cel

¥ IDBC providers

¥ Data sources
¥ Data sources (WebSphere Applic
Server V4] | mew.. || Delete | Tastconnection | Managa stats... |
[+ Resource Adapters

[# Prefarences

[# Asynchronous beans

[+] Cache instances

Seled:| Name ‘JNDI name § ‘Scnpe ] |Pﬂ:w|'det ] Description Category O
& Mail
[ URL ton=

Total 0

[# Resource Environment

¥ Security
[# Environment

[# System administration

[ Users and Groups
[# Monitoring and Tuning

[# Troubleshooting o

11. Select “Scope’ from the drop-down list.

Click New, The following screen is displayed.
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WebSphere Integrated Solu..

': (- @ https://ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do e ‘ | Q Search

WebSphere.

| View: All tasks

" Welcome
[# Guided Activities
[ Servers
® Applications
[+ Services
[ Resources

' Schedulers
¥ object pool managers
[H IMs.
= JDBC
¥ 1DBC providers
¥ Data sources

¥ Data sources (WebSphere Applic
Server W4}

[# Resource Adapters
[# Asynchronous beans
[+] Cache instances
[ Mail
[# URL
[# Resource Environment
[ Security
& Environment
[# System administration
[# Users and Groups

[ Monitering and Tuning

[# Troubleshooting

L T — r

Creste a data source

Step 1: Enter basic
data source
information

Enter
ase spacific
erties for the
-

Step 4 Setup
security aliases

Ste

_tiext |_Concel |

Cell=ofs5220137 Node01Cell, Profile=AppSrvO1

Set the basic configuration valuss of a datasource for association with your
IDBC provider. A datasource supplies the physical connactions between the
application server and the database.

Requirement: Use the Datasources (WebSphera(R) Application Server V4)
console pages if your applicstions are based on the Enterprise JavaBaans(TM)
(EJB) 1.0 specification or the Java(TM) Servlet 2.2 specification.

Scope

[celis:ofss2201a7Nod=01 Cell

#+ Data source name
[Feues ps |

# JNDI name
[idbe/fcjdeuns]

B A A - =

Logout

Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayed.

4

12. Specify the data source name as ‘FCUBS DS'.

13. Specify the INDI name as ‘jdbc/fcjdevDS'.

14. Click ‘Next’.

The following screen is displayed.
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WebSphere.

B welcome
[+ Guided Activities
# Servers
® Applications
[ Services
= Resources
¥ Schedulers
¥ object pool managers
[ IMs.
= JDBC
¥ IDBC providers
¥ Data sources

¥ Data sources (WebSphere Applic
Server V4)

[+ Resource Adapters
[# Asynchronous beans
[+] Cache instances
& Mail
[ URL
[# Resource Environment
[+ Security
[+ Environment
[# System administration
# Users and Groups

[+ Monitering and Tuning

[# Troubleshooting

Specify @ JDBC provider to support the datascurce. If you choose to ceate
a new JDEC provider, it vill be creatad at the same scope as the
datssource. If you ara selacting an existing JDBC providar, only those
providers at the current scope are available from the list.

) Craate new JDBC provider

@ Sselect an existing JOBC provider

‘Oracle JDBC Drivar -

Select...

Derby JDBC Provider

Oracle JDEC Driver (XA)
a DBC D

Cancel

Closs page

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayed.

15. Select the option ‘Select an existing JDBC provider’. From the drop-down list, choose ‘Oracle

JDBC Driver’ and click next.
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WebSphere Integrated Solu.. *

L (- | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do e ‘ | Q, Search

WebSphere.

Cell=ofss220137 Node01Cell, Profile=AppSrv01

Create a data source -

B welcome

Field help
S A Create a data source For field halp information,
@ Servers select = Field label or list

Step 1: Enter basic Enter database specific properties for the data source
[® Applications data source
information

marker when the help
cursor is displayed.

= ez o | Set these datsbase-spacific proparties, which are required by the database
© Resources s | vendor JDEC driver to support the connections that are managed through
[l tha datasource.
B Schedulers
¥ object pool managers Step 3: Enter
A database spacific Name value

properties for the = UL

dbe:oracletoci:@10.10.10.10:1010:KER
= 08C dato source e
¥ 1DBC providers = # Data store helper class name
¥ Data sources Step 4: Setup | Oraclellg data store helpar |Z|
B Data sources (WebSphere Applic sacurity aliases
Server va) Use this dats source in container managed persistence (CMP)

Step 5: Summary
[ Resource Adaptzrs i ki

[# Asynchronous beans
Previous | Next ‘ Cancel ‘

[ Cache instances
= Mail
[# URL

[# Resource Environment

[# Security

[+ Environment

[+ System administration
[ Users and Groups
& Manitoring and Tuning

# Troubleshooting -
LI T— d

16. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV2
the instance name.

17. Select the data store helper class as ‘Oracle11g data store helper’.
18. Click ‘Next’. The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed
authentication alias dropdown.
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WebSphere.

| View: Al tasks - ‘ Cell=ofss22007 5Node03Cell, Profile=FCIS121_ITRZ Close page

Create a data source Help =

= Welcome
Field help

For field help information,
select = field label or list
[# Servers ep 1: Enter basic Setup security aliases marker when the help
cursor is displayed.

[* Guided Activities Crests a data source.

I+ Applications
[ Services Selact the authentication values for this reseurce.

Compenent-managed authentication aliss
ofss220075Node03/R25MS ¥

[z Resources

= Schedulers ek .
database spacific

= Object pool managers proporties for the Mapping-configuration alias

& Ims data source (none) hd

= 1pBC Step 4: Setup Container-managed authentication alias
= JDBC providers security aliases ofss220075Node03/REEMS -

= Data sources
= Data sources [WebSphers Application Server Step 5: Summary
w4) Note: You can creste a new J2C authentication alias by sccessing one of the following
links. Clicking on a link vill cancel the wizard and your current wizard selactions will be
[ Resource Adapters lost.
[# Asynchronous beans
Global J2C suthentication slias

[# Cache instances Security domains

[ Mail

e

[ Resource Environment

¥ Security

[# Environmant

[# System administration
[+ Users and Groups

[+ Monitering and Tuning
i Troubleshooting

I# Service integration

[+ ubpI

19. Click ‘Next'.

The following screen is displayed.

WebSphere Integrated Solu... *

| € | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do v | | Q, Search

WebSphere.

| View: All tasks - Step 1: Enter basic Summary
data source
information

B welcome Summary of actions:

Field help

For field help inform

[+ Guided Activities Step 2: Select JDBC Options values

rovidar |
[+ Servers = Scope cellstofss220137Node01Cellinodes ofss220137Nade01 1servars iserverl select a field label o
marker when the hel
[# Applications Step 3: Enter Data sourca cursor is displayed
played.
database spacific name ECRBSIES)
properties for the
PO p— NDI nsme | jdbo/feidevs

[# Sarvices

[= Resourcas

Select an
existing JDBEC Oracle JDBC Driver
provider

B schedulers Step 4: Setup
¥ Object pool managers security aliases
& IMs
= JDEC
¥ IDBC providers
¥ Data sources

Step 5: Summary Implementation

la.jdbe.| |.OracleConnactionPoolDataSol
R p— aracle jdbe.pocl.OracleConnactionPocl Data Source

URL jdbc:oracle:oci:@10.10.10.10:1010: KERDEVZ2

B Data sources (WebSphere Applicatior]
Server W4}

Data store
helper class com.ibm.websphera.rsadapter.Oracle11gDataStoreHelper

[# Resource Adapters name

[ Asynchronous beans Use this data

[# Cache instances source in

. tainer

Mail conl

=] e — true
B URL persistence

& Resource Environment (cMP)

Component-
managed
authentication

[# Security

ofss220137Node01/FCUBS121_DEV
[ Environment

. - alias
[+ System administration

Mapping-
configuration (none)
alias

[¥ Users and Groups

[® Monitering and Tuning

Container-
manzged
authentication

[# Troubleshooting

[+ Service integratien (none)

alias

[® UDDI

previous | Finish | cCancal |
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20. Click ‘Finish’.

The following screen is displayed.

WebSphere Integrated Solu., *

L " | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v e | | Q search

WebSphere.

4| Cell=ofs5220137 Node01Cell, Profile=AppSrvO1 Close page  »
| View: All tasks (i
" welcome
Field he|
|+ Guided Activities ERT a= For field
lact
[ Servers & Changes have been made to your local configuration. You can: =e pi 2
marker
pplications ave dir o the master configuration. i
[ Applicati B Save directly to th, t figurati cursor is
(¥ Services B Review changes before saving or discarding. Page he
[= Resources
B Schedulers & The server may need to be restarted for these changes to take effect,
B Object pocl managers
& IMs
Data sources
= JDBC

® jpBC providers Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The datasource object

m

action
0 suppliss your application vith connactions for sccessing the datsbase. Learn mere about this task in a guided activity. A guided
Data sources P .
activity provides = list of task steps and more general information about the topic.
B Data sources (WebSphere Applica
Server V) [ Scope: Cell=0fss220137Node01Cell, Node=ofss220137Node01, Server=serveri
[ Resource Adapters
y— 5 Scope specifies the level at which the resource definition is visible. For detailed information
Synehrensus heans on what scope is and how it works, see the scope settings help.
[# Cache instances
[ Mail | Nods=ofss220137Node01, Server=serverl El
[ URL
[ Resource Environment & Prefarances
& Security | Mew... | Delate || Tast connection || Managa stats... |
[# Envirenment
[+ System administration
' s.alact|uame 8 |JND[ name |&npe ) | Provider O ‘Dlﬁl:riptl'nn 3 |Caua;:ry )
[# Users and Groups
You can administer the folloving resources:
[# Manitering and Tuning 5 5
ECUBS DS jdbe/fjdevDSt Node=ofss220137Node01,Server=serverl | Oracle New JDBC
[# Traubleshaoting < ipec Datasource -
»

21. Click ‘Save’.
22. Following steps needs to be followed only for Non-XA datasources

23. Click on the newly created Non-XA datasource, in our example “FCUBS DS”. The following
screen is displayed
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WebSphere.

B welcome
[ Guided Activities
[l Servers
= Applications
[ Services
=l Resources
B Schedulers
B Object pool managers
[ IMS
= ibBC
® IDBC providers
¥ Data sources

¥ Data sources (WebSphere Application
Sarver V4)

[# Resource Adapters
[# Asynchronous beans
& Cache instances
= Mail
[# URL
[ Resource Environment
[ Security
1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning

[ Troubleshooting -
[ Service integration

e — '

Fl

‘ View: All tasks - =

Cell=ofss220229Node01Cell, Profile=FPCFL

e |

Data sources > Default Datasource

Use this page to edit the settings of a datssource that is associated with your selected JDBC provider. The datasource object supplies your|

application with connections for accessing the database.

Configuration

Close page

|

General Properties

# Scope

|:e||s:0&5220239N0de01Ce|\:nodes:ofss220239l‘lode01:server‘s:server].

# Provider

|JDEIC Provider

# Name
[Feues ps |

JNDI name
[jdbertcdevos |

Use this data source in container managed persistence (CMP)

Description

Datasource for the WebSphers Default Application

Category
e ——

Additional Properties
" Connection pool
properties -

Ll ebsphere

Related Items

© 1ass - 1z
authentication
data

24. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”
is unchecked. Then click on the link “Webpshere Application Server data source properties”

on the right side.
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g — — —
-
WebSphere Integrated Solu... K\+
€ & https://10.184133.191:9043/ibm/consele/login.dofaction=secure @ || Q Search ﬁ g 4+ 4 @~ # - . =
WebSphere.
‘ o u| Cell=ofss220233NodeD 1Cell, Prof L Closa page .
View: All tas - — —
welcome
T A Data sources > Default Datasource > WebSphere Application Server data source properties Field help
For field help infor)|
p— Use this page to set WebSphere(R) Applicstion Server connection management-spacific properties that affect a salact = fiald labal
connection poal. marker when the H
Applicatiens —|Cunfigurat\on cursor is displayed
Services
& Page halp
=) Resources ’ Mere information
General Properties
Schedulers this page
Object pool managers Statement cache size A
™S [10 statements 3
= JDBC
[T Enable multithresded sccess detection
JDBC providers
Data sources L [T enable databasa resuthentication
Diata sources (WebSphere Application |~
e
ELT R [ Eenable 1MS one-phase optimization support
Resource Adapters
Asynchronous beans Log missing transaction context
Cache instances
Mon-transactional data sourc
Mail
URL Error detection model —
R Envi t -
Ssoures Snvirenmen | Use WebSphere Application Server exception checking madel
Security @ uUse webSphere Application Server excaption mapping modal
Environment
System administration Connection validation properties
Users and Groups [T validate new connections
Manitaring znd Tuning
100
Troubleshooting =
Service integration i 3 i
4| n » 4 I 13

25. Select the checkbox “Non-transactional data source”.

28. Click Apply button and Click Save link.

Note the following

e You need to create another data source for Oracle FCUBS with the JNDI name ‘<Non-XA
FCUBS HOST JNDI name>_ASYNC’. For example, if the Oracle FCUBS HOST Non XA
data source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source
for FCUBS with the JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e  While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC)
screen, if you have created a data source for the branch, then you need to create a
corresponding ASYNC data source with the JNDI name ‘<Non-XA FCUBS BRANCH
JNDI name>_ASYNC'.

e You need to create another data source for Oracle ELCM with the JNDI name
‘ENTITY_ID JNDI name>_EL’. For example, if the Oracle FCUBS HOST Non XA data
source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for
FCUBS with the JNDI name ‘jdbc/fcjdevDS_EL’. Ensure that the check box “Non-
transactional data source” is unchecked for ELCM data source.

e Tthe following are the list of datasources that can be created depending on the
requirement. Please refer to the document Resources_to_ be_created.docx for more

information -
Purpose Datasource Name JNDI Name
FCUBS FCUBS Data source jdbc/fcjdevDS
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https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701399647&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

SMS SMS_Datasource jdbc/fcjdevDSSMS

VAMS VAMS DATASOURCE jdbc/fcvambDS

Gateway FLEXTEST.WORLD FLEXTEST.WORLD

Async data source FCUBS DS_ASYNC jdbc/fcjdevDS_ASYNC
jdbc/fcjSchedulerDS

Scheduler Scheduler_Datasource

3.3.4 Testing Data Source

Follow the steps given below:

1. Select the data source as shown in the figure.

WebSphere. i\ Help | Logout

| Cell=0fs5220233Nod=01Cell, Profile=FPCFL Close page
‘ View: All tasks *
er—
Welcome d hel
Field help
Guided Activities Data sources
For fiald help inf
E— Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The select a field labe
datasource object supplies your application vith connections for accessing the database. Learn more about this marker whan the
Applications task in a guided activity. A guided activity provides a list of task steps and more general information about the cursor is displaye
topic.
[E— P page hel
= Scope: Cell=ofss220230Node01Cell, Node=ofss220230Noda0l age help
=] Resources Mere information|
Schedulers Scope spacifies the level at which the resource definition is visible. For this page 1
e e detziled information on what scope is and how it vorks, see the scone Command Assist]
mMs settings help.
View administrati|
- scripting commar|
B 108c | Node=ofss220239Node0l |Z| scrioting comman
JDBC providers action
Data sources L Preferances
Data sources (WebSphere Application |5
Server va) | Mew... || Delete || Test connection | Mansge state... |
Resource Adapters
[# Asynchronous beans I |
Cache instances 52|ect| Name 2 ‘JMD[ name |5(Dpe 3 Provider 2 | Description 2 | Category 2
Mail
You can administer the following resources:
URL
Resource Environment BranchDS jdbc/fgdevDSBranch | Node=ofss220239Nod=01 | Oracle New JDBC
JDBC Datasource
Security Driver (XA}
Environment
System administration DSXA jdbc/fgdevDs_XA Node=ofss220239Nodedl | Oracle New JDBC
JDEC Datasource
Users and Groups
= P Driver (XA)

Monitering znd Tuning

Troubleshooting
EPPATCHSTAGE | jdbc/ FPPATCHSTAGE | Node=ofss220239Node01 | NONXA DS | New JDBC

Service integration i Datasource -

4 LU [3 4 LU [3

2. Click ‘Test connection’ button.

On successful creation, the following message is displayed.
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https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701699264&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701755465&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1508149909148&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504691752011&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

WebSphere.

a| Cell=ofss220233Node01Cell, Profile=FPCFL Close page .
‘ View: All tasks - —=
Data sources B
B welcome
Field help
e vinEs E Messages For field help inf
lact a fiald labs
fllservers [ The test connection operation for data source BranchDS on server serveri at selact a fiald 'aby
: node ofss220239Node01 was successful marker vhen the
Bt g curser is displaye
Services
= Page halp
= Resources Data sources More information|=
B Schedulers Usa this paga to edit the sattings of a datasource that is associated vith your selectad JDBC provider. The this page

datasource object supplies your spplication with connections for accessing the database. Learn more about this

B Object pool managers
task in a guided activity. A guided activity provides a list of task steps and more general information about the

Command Assist|

DTS topic. Wiew administrati
= JOBC " fes B scripting commar,
O Brsmes = Scope: Cell= 1Cell, Node=o 1 ction

B par;
LI Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, ses the scope
settings help.

¥ Data sources (WebSphere Application
Server V4]

[# Resource Adapters

# Asynchronous beans [ Node=ofss220239N0d=01 -]

[ Cache instances

& Mail & Preferences

[ URL | Mew... || Delete || Test connection | Manage state... |

[ Resource Environment

[ Security

[ Environment SEIEct| Mame 3 ‘]NDI name 3 |Sche £ |vaider % | Description 7 | Category o

& Syatem administration You can administer the folloving resources:

o e e ot BranchDS jdbe/fgdevDSEranch | Node=ofss220235Node01 | Oracle Hew JDBC
& IDBC Datasource
[# Manitaring and Tuning Driver (XA)
[ Troubleshooting =
[ Service integration - DSXA jdbc/fodevDs_XA Mode=ofss220228Node01 | Oracle New JDBC -
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3.3.5 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers’.
The following screen is displayed.

WebSphere Integrated Solu... *

L (' @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.de v e | | Q Search
WebSphere, Help | Logout
Cell=ofss220137 Node0 1 Cell, Profile=AppSrv01 Close page
JDBC providars
Welcome d hel
N Field help
| SR = RS IDBC providers For field help information
B Servers Use this page to edit properties of = JDBC provider, The JDBC provider object encapsulates the specific JDBC salect = field label or list
driver implementation class for access to the specific vendor database of your environment. Learn more about arker when the help
[ Applications this task in = guided activity. & guided activity provides = list of task steps and more genaral information about cursor is displayed.
e the topic.
rvices
5 Scope: Cell=ofss220137NodediCell Page help
[= Resources More information about
Schedulers Scope specifies the level at which the resource definition is visible. For this page
Objact pool managars detailed information on what scope is and how it works, see the scooe Command nce
& IMs settinas help. ‘ 1 Assista
View administrative
= scripting command for last
108C | Cell=ofs=220137Node01Cell El Scrptin command for last
JDEC providers = action
D2 sourees & Preferances
Data sources (WebSphere Applica
Server v4)
[# Resource Adapters
[# Asynchronous beans
[#] Cache instances Scope O D iption
& Mail
& URL
& Resource Environment
[+ Security
[l Enviranment
[+ System administration

[ Users and Groups
[ Monitaring and Tuning

[# Troubleshooting -
4 | ] -

3. Select ‘Node’ from the drop-down list and click ‘New’ button.

The following message is displayed.
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WebSphere Integrated Solu... *

‘- | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do v C | | Q, Search ‘ ﬁ E ¥+ # 4 @v # v . ‘

WebSphere. Logout

Closs page

| View: All tasks

B welcome
Field help

Guided Activiti
[# Gui ivities Create & new JDBC Provider For field help information,

lect a field label list
@ Servers =) Step 1: Create new Create new JDBC provider == 3 neld fabe or i
i o marker when the help

[# Applications JDBE provider cursor is displayed.

— Set the basic configuration values of a JDBC provider, which encapsulates the
P EIiEs Step nter specific vendor JDBEC driver implementation classes that are required to access
SiResatmas datsbase class path the database. The wizard fills in the name and the description fields, but you

information can type different values.

¥ Schedulers

¥ Object poel managers g 3: Summary Scope

[ IMS. ‘cells:ufssZED 127Node01Cellinodesiofss220137 Nodel 1 serversiserverl

= JDBC

® 1DBC providers # Database type

¥ Dats sources

¥ Data sources (WebSphere Applica
Server V) # Provider type

| Oracle JDBC Driver E

[# Resource Adapters

[# #synchronous beans # Implementation type

[#] Cache instances
& Mail
& URL

[ Resocurce Envircnment

| ¥A data source

# Name
[oracle JDBC Driver (xA)

Description

Oracle JDBG Driver (34)]

[+ Security

[# Envirsnment

[+ System administration

[ Users and Groups

[ Monitaring and Tuning

[# Troubleshooting -
L TR — v

4. Specify the following detalils:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | XA data source

Name FCUBS Oracle JDBC Driver (XA)

Description FCUBS Oracle JDBC Driver (XA)

Click next, the following message is displayed.
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WebSphere.. Help | Logout
Cell=ofs3220137
welcome
= : Field hel
[ Guided Activities Cresta 3 new IDEC Provider For fisld
[+ Servers - select 3
Enter class path arkar
[ Applications cursor is
Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to define
i Services Step 2: Enter vour JDEC provider. This wizard page displays a default list of jars and allovs you to set the
= e LEe Ll L cnvironment varisbles that define the directory locations of the files. Use complete directory paths
information vhen you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windovs(R) or
Scheculers /home/db2inst1/sqllib/java on Linux(TM).
Object paol managers
M IMs Entries are separated by using the ENTER key and must not contain path separator characters [such as
= 108C ' or '+'). If @ value is specified for you, you may dick Next to accept the value.
IDBC providers E
Data sources Class path:
Data sources (WebSphere Applica
Server v4) £[{ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar
[# Resource Adapters
[# Asynchronous beans
4/ Cache instances
Mail
= Pooly
@ URL
[ Resource Environment
Directory lacation for "ajdbes.jar” which is saved as WebSphere variable
[+ Security £{ORACLE JDBC DRIVER PATH}
[m Files\IEM\WebSshere\AppServerioptionalLibraries!Oracle'jdbd]
[# Environment
[# System administration
[# Users and Groups
Pravious | Next | Cancel
[# Monitaring and Tuning Q
[#l Troubleshaoting =
< . 3 4 i | [3

5. Specify the location of ojbc6.jar and click next.

Note :If ojdbc6.jar is not available at your Websphere server, then copy them into your server
(path: /scratch/app/WAS9/lib) and run an export of the jar .

(Eg.in putty run a command
export ORACLE_JDBC_DRIVER_PATH=/scratch/app/WASY/lib;)
Then give the “Directory location for ojdbc6.jar which is saved as Websphere variable

6. ${ORACLE JDBC DRIVER PATH}" as /scratch/app/WAS9/lib

The following screen is displayed.
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WebSphere Integrated Solu... *

| ‘- | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do v | | Q, Search

WebSphere.

Cell=ofss220137 NodeO1Cell, Profile=4ppSrvD1

| View: All tasks

B welcome
[ Guided Activities
[® Servers

[ Applications

B Object pool managers =¥
E IMS,
= JDBC
' IDEC providers
¥ Data sources

¥ Data sources (WebSphere Applica
Server va)
[# Resource Adapters

Pravious
@ #synchronous beans

Step 2: Summary

Finish

Summary of actions:

Logout

[+ Services
(=) Resources Options values
B Schedulers Scope cells:ofss220137Node01Cell:nod, 20137Node0l:servers:servarl

JDEC provider name

Oracle JDEC Driver (XA)

Description

Oracle JDEC Driver (XA)

Class path

4{ORACLE_IDBC_DRIVER_PATH}/ojdbcé jar

4{ORACLE_IDBC_DRIVER_PATH}

C:\Oracle\apphsarrathi\praduct\12.1.0\dbhome_1Yjdbe\lib\ojdbes.jar

Implementstion class name

oracle.jdbc.xa.client.OracleXADataSource

Cancel

[#] Cache instances

& Mail

& URL

& Resource Environment
[+ Security
[#l Enviranment

[+ System administration

[ Users and Groups
[ Monitaring and Tuning

[# Troubleshooting -

7. Click ‘Finish’.

The following screen is displayed.
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WebSphere Integrated Solu... *

L (- @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

c | | Q Search

WebSphere.

Cell=ofs5220137 Node01Call, Profila=AppSrvi 1 Close page  «

| »

| View: All tasks

JDEC providers ? =

Welcome
[ Guided Activities
[® Servers
[ Applications
[® Services
[= Resourcas

Schedulers

Object pool managers

[ Messages
M Changes have been made to your local configuration. You can:

B Ssve directly to the master configuration.

B Review changes before saving or discarding.

5 The server may need to be restarted for these changes to take effact.

Field help

For field help information,
select a field label or list
marker when the help
cursor s displayed.

Page help
More information about
this page

Command Assistance

e JIDBC providers View administrative r
= JDBC scripting command for last

JDBC providers
Data sources

m

Dats sources (WebSphere Applica
Server V)

[# Resource Adapters
[# Asynchronous beans
[#] Cache instances

& Mail

& URL

[ Resocurce Envircnment

[+ Security

[# Envirsnment

Use this page to edit properties of = JDBC provider. The JDBC provider object encapsulates the specific JDBC

driver implementation class for access to the specific vendor database of your environment. Learn more about

this task in a guided activity. A guided activity provides a list of task steps and more general information
about the topic.

B Scope: Cell=ofss220137NodediCell, Node=ofss220127Noded1, Server=serverl
Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, see the scope
settings help.

| Node=ofss220137Node01, Server=serverl E

& Preferences

[+ System administration

[ Users and Groups

s.alect| Ha & |5]; I | [ENS—Y
[# Manitaring znd Tuning me pe iption

You can administer the following resources:

[# Troubleshooting -
| Derby JDBC Provider

| Node=ofss220137Node01,Server=serverl | Derby embedded non-XA -

8. Click ‘Save’.

3.3.6 Creating XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.
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L ‘- J @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q Search

WebSphere.

Closs page

Cell=ofss220137 NodeO1Cell, Profile=AppSrvd1

Data sources

" welcome 1d hel,
Fiel elp
- = Data sources

[l Guided Activities For field help information,

e Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The select a field label or list
datasource object supplies your application with connections for accessing the database. Learn more about this marker whan the halp

# Applications task in 2 guided activity. A guided activity provides a list of task steps and mere general infermation about the cursor is displayed.
topic.

—
[+ Services Page help

=] Scope: Cell=ofss220137NodediCell
|- Resources More information about

B Schedulers Scope specifies the level at which the resource definition is visible. For this page
¥ Object pool managers detailed information on what scope is and how it works, se= the scope Command Assistance

settings help.

& Ims View administrative
SIES | Cell=ofss220137Node01Cell EI =L command for last
' IDEC providers = action
= e gaess B Preferences
¥ Data sources (WebSphere Applica
Sarver Va) | Mew... || Delete || Test connection || Manage state...
[# Resource Adapters
[# Asynchrenous beans
& Cache instances Seled:|l\lame 2 |JND1 e |Scnpe o |Pﬂ:wider o Description J | Category 3
o
& Resource Environment Total 0

[# Security
[# Environment

[+ System administration

[ Users and Groups
[ Monitaring and Tuning

[ Troubleshooting -
C—m— ,

3. Select ‘Scope’ from the dropdown list and click ‘New’ button.
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| €= | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v & || Q search

WebSphere.

Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Close page
| View: All tasks

ate a data s
B welcome

Field help

Guided Activit
Blex fuinEs Create a data source For field halp information,
[# Servers select a field label or list

Step 1: Enter basic Enter basic data source information

marker when the hel
(¥ Applications data source P

cursor is displayed.

information Set the basic configuration values of a datasource for association with your
JDBC provider. A datasource supplies the physical connections between the
application server and the database.

[ Services

(=) Resources Select IDBC

B schedulers

Requirement: Use the Datasources (WebSphere(R) Application Server va)
B Object pocl managers

console pages if your applications are based on the Enterprise JavaBeans(TM)

E IMs. database specific (EIB) 1.0 specification or the Javs(TM) Sarvlat 2.2 specification.
properties for the

3D8C data source Scope

¥ IDBC providers =

— 3 E— [cellsiof=s220137N0de01Cellnodes ofs=220137NodeD 1 iserversiservert |

ata sources Ste Se
¥ Data sources (WebSphere Application security aliases + Data source name
Server va)

[Fcues os |

[+ Resource Adapters
# JNDI name
[iebesfeischedulerbs |

[# Asynchronous beans

[# Cache instances
& Mail
& URL

[ Resource Environment

[# Security

[ Environment

[+ System administration
[# Users and Groups
[# Menitering and Tuning

T i -

4

4. Specify the following details:

Data source name FCUBS Scheduler Data source

JNDI Name jdbc/fcjSchedulerDS

Click next, the following screen is displayed.
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L ‘- J @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q Search

WebSphere.

fss220137 Node01Cell, Profile=A Close page

ate a data s
= welcome

Field help
Guided Activiti
[+ Gui ivities Create a data source For field help information,
[+ Servers = _ select = field label or list
Step 1: Enter b
— .::p . n:r asic Select 1DBC provider marker when the help
# Applications SSES S aHIes cursor is displayed.
—— information Specify a IDBC provider to support the datasource. If you choose to create
rvices

a new JOBC provider, it vill be created st the same scope as the

Step 2: Select JDBC datasource. If you are selecting an existing JDBC provider, only those

[= Resourcas

provider providers st the current scope are available from the list.
¥ Schedulers
¥ Object poel managers Step 3: Enter
[ IMS. database specific ) Create new IDBC provider
properties for the
= JDBC

data source

@  Select an existing JDBC provider

Oracle JDBC Driver (XA) ﬂ

' IDEC providers
¥ Data sources

¥ Data sources (WebSphere Application
Server V)

[# Resource Adapters

[# #synchronous beans
Previous | Mext | Cancel |

[#] Cache instances
& Mail
& URL

[ Resocurce Envircnment

[+ Security

[# Envirsnment

[+ System administration
[l Users and Groups
[¥l Monitoring and Tuning

[# Troubleshooting -
4 1 (3

5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCUBS Oracle JDBC
Deriver (XA)’ from the drop-down list and click next.

The following screen is displayed.

ORACLE 3-27



WebSphere.

Cell=ofs3220137 Node01Cell, Profile=AppSrv01

Create a data source =

| View: All tasks

welcame b
Field help
Guided Activit
= inEs Creste 3 dats source For field help information,
[ Servers select = Field label or list

Step 1: Enter basic Enter database specific properties for the data source

® Applications dat= source
information

marker when the help
cursor is displayed.

Services
= | setthese database-specific properties, which are required by the databease
= Resources = Ep_d*' == wvandor JDEC drivar to support the connactions that sre managed through
(oot the datasource.
Schedulers
Object pool managers Step 3: Enter
HIMs database specific Name Valus
rties for th
= JDBC ::::esm'f:m" = # URL fidbeioracleoci:@10.10.10.10:1010:KER
JDEC providers = 4 Data store helper class name
Data sources fEPes 22 | Oracleilg data store helper Izl
Data sources [WebSphere Applid security aliases
Server W4} Use this dats source in container managed parsistance (CMP)

Step 5: Summary

[+ Resource Adapters

[# Asynchronous beans

Previous | Next | Cancal |

[+] Cache instances
[ Mail
[# URL

[ Resource Environment
[# Security
[ Environment

[+ System administration

[ Users and Groups
[# Monitering and Tuning

[# Troubleshooting o

6. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle: thin:@10.10.10.10:1010:KERDEV?2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV2 is
the instance name.

7. Select the ‘Data store helper class’ as ‘Oracle11g data store helper’.

8. Click ‘Next'.

The following screen is displayed.

Select user alias from Authentication alias for XA Recovery, Component-managed authentication
alias and Container-managed authentication alias dropdown.
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WebSphers
Close page

- | Cell=ofs522007 SNode03Cell, Profile=FCIS121_ITR2

| View: All tasks

Help E
Welcome
Field help
Guided Activities Create = data source For field help information,
select a field label or list

Step 1: Enter basic Setup security aliases marker when the help
data source cursor is displayed.
information

Servars

Applications
Selact the authentication values for this resource.

Authentication alias for XA recovery

ofss220075Node03/R25MS hd

Services

= Resourcas

Schedulers
Object pool managers Component-managed authentication alias
s ofss220075Node03/R2SMS -
& 1pBC o 4: Setu Mapping-configuration alias
EEBE=Iies security aliases (none) A

Data sources
Data sources (WebSphere Application Server
v4)

Container-managed authentication alias

ofss220075Node03/R2SMS -

Step

Resource Adapters
Note: You can create a new J2C authentication alias by accessing one of the following

Asynchronous beans
links. Clicking on = link vill cancel the vizard and your current wizard selections vill be

Cache instances lost,
Mail

Global J2C authentication alias
UEE Securi

Resource Environment

= Security
Global security
Security domains
Administrative Authorization Groups
S5L certificats and key management
Security auditing
Bus security

Environment

[# System administration

Users and Groups

Maonitoring and Tuning

[ Troubleshoating

I# Service integration

upDI

9. Click ‘Next'.

The following screen is displayed.
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WebSphere. | Logout

| View: All tasks -

B welcome

i Field help
(8 Guided Activities For field help i
7 S Summary selact 2 field I
marker vhen t

[ Applications ) i« dienls
Summary of actions: cursor is displz

o= Options values
()RS Scope callsiofss220137Node01Callinodes ofss220137Noda01 sarvers:sarvarl
B Schedulers
¥ Object pool managers :::m‘"te FCUBS DS =
[ IMS.
= JpeC INDI name jdbe/fiSchedulerbs1
' IDEC providers = Select an
e — existing JDBC | Oracle JDBC Driver (XA)
¥ Datz sources (WebSphere Application provider
Server va) [T - — Implementation

oracle.jdbe.xa.client.OracleXADataSource

[# Resource Adapters class name

& Asynchronous beans URL jdbe:oracleroci: @10.10.10.

10:KERDEVZ

[#] Cache instances

Data store
[# Mail helper class com.ibm.websphere.rsadapter.Oraclel1gDataStoreHelper
H URL name

[# Resource Environment Use this data

source in
& Security container .
rue

[ Environment managed

persistence
[+ System administration L4 (cmP)
[l Users and Groups Authentication

alias for XA ofss220137Node01/FCUBS121_DEV

Monitoring snd Ti
[® Monitoring and Tuning o

[# Troubleshooting -
1

WebSphere Integrated Solu... *

\ (' ) @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q, Search E

WebSphere.

Cell=ofss220137 Node01Cell, Profile=AppSrvi 1 Close page

Dats sources 7=

| View: All tasks -

B welcome

[+ Guided Activities ER T
] Servers & Changes have been made to your local configuration. You can:
# Applications B Save directly to the master configuration.
[#] Services B Raoview changes before saving or discarding.
[= Resources
B schedulers & The server may need to be restarted for these changes to take effect.
B Object pool managers
IMSs =
=) S Data sources
= JoBE

Use this page to edit the ssttings of a datasource that is associated with your selected JDBC provider. The datasource object supplies
your application with connections for accessing the database. Learn more about this task in a guided activity. A guided activity
provides a list of task steps and more general information about the topic.

 JDEC providers
¥ Data sources

¥ Data sources (WebSphere Application
Server V4] | Scope: Cell=ofss220137Node01Cell, Node=0fss220137Nodell, Server=serverl

[+ Resource Adapters
Scope specifies the level at which the resource definition is visible. For detailed information

A h be:
i Asynchranaus beans on what scope is and how it works, sea the scope settings help.

[# Cache instances

@ Mail [ Hode=of=s220137Node01, Server=servert 7|
[ URL
[# Resource Environment [ Preferences
& ey I | Hew... || Delete || Testconnaction | Manage state... |

[# Environment

(4] System administration ~ ~ . ~ - -
Select|Name = |:|ND1 name |5che 2 | Provider ‘D@u’fpﬂon 2 |Car.egory 2

[+ Users and Groups

Y You can administer the following rescurces: Y

4 I [ 4 n 3

11. Click ‘Save’.
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The following are the list of XA datasources that can be created depending on the
requirement.Please refer to the document Resources_To_ Be_Created.docx for more

information-
Purpose Datasource Name JNDI Name
Schedular Schedular XA jdbc/fcjSchedulerDS
FCUBS FCUBS DS_XA jdbc/fcjdevDS_XA
Branch FCUBS DSBranch jdbc/fcjdevDSBranch
ORACLE 3-31



https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701399647&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701699264&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=-917680048&EditAction=true&refId=DataSource_1504691829165&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

3.3.7 Testing Data Source

Follow the steps given below:

Select data source as

given below

T

WebSphere Integrated Solu... *

‘\(—-/ P | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do

el

Q Search

WebSphere.

| View: All tasks

B welcome

[# Guided Activities
[ Servers

4 Applications

[# Servicas

= Resources

B Schedulers

[# IMS

[= JDBC
B )DBC providers
¥ Data sources

Server Va)
[# Resource Adapters
[# Asynchronous beans
[# Cacheinstances

[ Mail
[# URL

[# Security
[# Environment
4/ System administration

[# Users and Groups

B Object pool managers

¥ Data sources (WebSphere Application

[# Resource Environment

‘ Node=ofss220137Node01, Server=serverl E

[# Preferences

Help

Logout

| New... || Delete || Testconnection | Manage state... |

4 nr

Select|l'lame & |JND1 name |Snnpe S Provider £ | Description { | Category 3
You can administer the following resources:
FLEXTEST.WORLD | FLEXTEST.WORLD |Node=ofss220137Node01,Server=serverl | Oracle Hew JDBC
JDBC Datasource
= Driver
POSSTEST.WORLD | POSSTEST.WORLD | Node=ofss220137Node01,Server=serveri | Oracle New IDBC
JDEC Datasource
Driver (X4)
friSchedulerDs. jdbe/fejSchedulerDs | Node=ofss220137Node01, Server=serveri | Oracle New JDBC
JDBC Datasource
Driver (XA)
foidevDsS idbe/fodevDs Node=ofss220137Node01,Server=serverl | Oracle New JDBC
o JDBC Datasource
Driver (XA)
Total 4

now o

== =

I n j= &

Click ‘Test connection’ button. The following screen is displayed on successful creation
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|| Q searen %8B & & 4 - » - B =

WebSphere.|

Cell=ofs5220137 Node01Call, Prafile=AppSrvD1 Close page .
| View: All tasks - =

Welcome
[+ Guided Activities R P—
& Servers [ The test connection operation for datz source fgSchedulerDS on server serverl at node
& Applications ofs5220137Node01 was successful.
[ Services
= Resources Data sources > fcjSchedulerDS

Schedulers Use this page to edit the ssttings of a datasource that is associated with your selected JDBC provider. The datasource object supplies your

Object pool managers

application with connections for accessing the database.
[ IMS
= JDBC

Configuration
JDEC providers

Data sources (WebSphere Application

Server 4}
[# Resource Adapters General Properties Additi Properties
[ Asynchronous beans + e
ope Connection poal
[#) Cache instances -
|:el\s:nFssZ?DlS?NndEDLCEH:nndes:nFss?ZD 137Node0 :servarsiserverl propertiss
[ Mail
* Provid WebSphere
rovider
@ URL Application Server
[# Resource Environment |Ora:le JDEC Driver (XA) data source
J properties
[+ Security + Name
- Custom
4 Environment [fischeduleros | Droperties

(¥ System zdministration JNDI name
[idbestischedulerns |

— Related Items
4 n (3 4 L (3

[# Users and Groups

3.4 Creating JMS Resources

3.4.1 Creating Queue Connection Factory

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console
Eg: https://10.10.10.10:1010/console
In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

The following screen is displayed:
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'WebSphere ’Integfed
Solutions Console
UserID:

Password:

|

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, :l;e IBM logo, ibm.com and WebSphere are trademarks or
i d k i i hi Corp.. i in

many jurisdictions worldvide. Other product and service names r;vight be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trad k inf i

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere Home page .Expand ‘Resources’ and select ‘JMS’. Click ‘Queue

connection factories’. The following screen is displayed.

WebSphere.

Cell=ofss220229Nede0 1 Cell, Profile=FPCFL

Close page
‘ View: All tasks

Queue connection factories
B welcome d hel
_ _ Field help
Queue connection factories
2| S RS Far fiald help information,
select 5 field label or list
marker when the help

& Servers A queue connection factory is used to create connections to the assaciated JMS provider of the IMS queus
destinations, for point-to-point messaging.
[ Applications

=] Scope: Cell=ofss220229Node01Cell cursor is displayed.
[ Services
Page help
o = Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope More information sbout

B sSchedulers settings help. this page

B Object pool managers

=l ImMs | Cell=ofss220235Node01Cell E

B IMS providers

Connection factories [# Preferences

[ e |

Queue connection factories

[ ]
[ ]
® Topic connection factories
[ ]
[ ]

Queues
Topics
¥ Activation specifications s.glm| Name 2 JNDI name Provider O Description Scope
[+ JDBC Mone

[# Resource Adapters
i Total 0

[# Asynchronous beans

[ Cache instances
& Mail
B URL

[ Resource Environment

[ Security

[ Environment
|+ System administration
[ Users and Groups

[# Monitoring and Tuning i
4 m + 1 I

o

5. Select ‘Scope’ from the drop down list and click ‘New’ button.

The following screen is displayed.
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WebSphere Integrated Solu... %

| (- @ https://10184.133.191:9043/ibm/ consele/login.doaction=secure v ‘ | Q, search

WebSphere.

Cell=ofss220229Node01Cell, Profile=FPCFL Close page
‘ View: All tasks

Queue connection factaries
B welcome

- — Queue connection factories > Select JMS resource provider Field help
[+ Guided Activities . .
For field help information,
[ Servers Scope |cells:ofss220239Noden1 Cell select 3 field Iabel or list
. marker when the help
[ Applications cursor is displayed.
T Select the provider with which to create the Queue connection factary. The following providers support
the selected resource type and are svailable at the selected scope. Page help

=) Resources Mere information sbout

B Schedulers © Defout ) . this page

B Object posl managers autm aing provicer

B IMs

@ \websphare MQ massaging providar
B IMS providers

Connection factories

Queue connection factories

[ ]
[ ]
B Topic connecrion factories
H Queues
[ ]

Topics
B Activation specifications
@ JDBC
[+ Resource Adapters
& Asynchronous beans
[ Cache instances
& Mail
& URL

[ Resource Environment

[# Security

[# Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning %

6. Select ‘Websphere MQ messaging provider’ and click ‘OK’.

The following screen is displayed.
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WebSphere.

‘ View: All tasks - =

B welcome
[ Guided Activities

[+ Servers Step 1: Configure

[ Applications basic attributes

[ Services
= Resources
B Schedulers
B Object pool managers
= IMs.
B IMS providers
Connection factories

Queue connection factories

[ ]
[ ]
B Topic connecrion factories
B Queves

[ ]

Topics

Activation specifications
@ JDBC

[+ Resource Adapters

@ Asynchronous beans =zl
[# Cache instances

& Mail

B URL

[ Resource Environment

[# Security

[# Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning %
4 I 3

Configure the basic attributes to use for the new WebSphere MQ
messaging provider resource

# Name
[NotifyDestQcF

# JNDI name
|NottyDestQCF
Description

NotifyDestQCH

| Logout

Clos= page

Help -

Field help

For field help information,
selact 2 field label or list
marker when the help
cursor is displayed.

7. Specify the following details:

Name NotifyDestQCF

JNDI Name

NotifyDestQCF

Description

NotifyDestQCF

Click ‘Next’. The following screen is displayed.
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4

WebSphere.

‘ View: All tasks

" welcome
[+ Guided Activities
[#l Servers
= Applications
[ Services
[l Resources
¥ Schedulers
B Object pool managers
= IMs.
B IMS providers
Connection factories
Queue connection factories

[ ]
[ ]
B Topic connection factories
B Queues

[ ]

Topics

Activation specifications
& JDBC
[#] Resource Adapters
@ Asynchronous beans
[#] Cache instances
& Mail
B URL
¥ Resource Environment
& Security
[ Environment
|+ System administration
4 Users and Groups

[# Monitoring and Tuning

ORACLE

CreatsWMQJMSResource.displayName

This vizard creates = WebSphere MQ IMS resource

Step 1: gure
basic attributes

Step 2: Select
connection method

Test

Summary

Previous

Deacide what information to enter to determine how to connect to

WebSphere MQ

@ Enter all the required information into this wizard

@ Use a client channel definition table

| Logout

Clos= page

Field help

For field help information,
select & field label or list
marker when the help
cursor is displayed.

The following screen is displayed.

8. Set the options as shown in the figure. Click ‘Next’.
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WebSphere.

| Logout

Clos= page
View: All tasks - =

B welcome

[+ Guided Activities

Field help
BlEs onfigure For field help information,
® Applications basic attributes select a field label or list
T Enter details about the queus manager or queue sharing group that marker when the help
you wish to connect ta. cursor is displayed.
=) Resources
Queus manager or queue sharing group name
¥ Schedulers Step 2.1: Supply lom_DDHPOS20
B Object pool mansgers queue manager
= 1ms details

B IMS providers Enter

Connection factories details

Queue connection factories

[ ]
[ ]
B Topic connecrion factories
B Queves

[ ]

Topics

Summary

Activation specifications
@ JDBC

[+ Resource Adapters

[ Asynchronous beans

[# Cache instances
& Mail
& URL

[ Resource Environment

[# Security

[# Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning %
4 I 3

Specify the queue manager name ‘QM_DDHP0520’. Click ‘Next'.

ORACLE 3-39



WebSphere.

| Logout

»| UseCustomWMQCennectionSettings.displayName Close page
‘ View: All tasks -

Custom WebSphere MG connection

B welcome

Help -
[# Guided Activities Custom WebSphere MQ connection
Field help
Se = S .
il Servers “ - L e. i | Enter connection details For field help information,
[ Applications basic sttributes select = field lzbel or list
. Enter the details requirad to establish 3 connection to tha queus marker when the help
[ Services Step Select cursor is displayed
manager or queue sharing group .
connaction method
[ Resources
Transport
[] 5 :
Schedulers :tep‘ Bindings, than client [ 7|
= Object posl managers SUpply queus
manager details
= ims e @  Enter host and port information in the form of separate hostname
. )
IMS providers Step 2.2: Enter and port values
¥ Connection factories L R et % Hostname
¥ Queue connection factories 3 details [110.10.10
B Topic connecrion factories port
B Queues Step 3: Tast | o
: c 1010
B Topics connection
¥ Activation specifications Step 4: Summary @) Enter host and port infarmation in the form of a connection name
& JDBC list

[ Resource Adapters Connection name list
[ Asynchronous beans

[ Cache instances Server connection channel

& Mail [s¥sTEM.DEF.5VRCONN
& URL
[ Resource Environment Pravious | Next | Cancel |

[# Security

[# Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning %
4 I 3

9. Specify the following details:

Host Name 10.10.10.10 (Host where Websphere MQ is installed)

Port 1010 (Web sphere MQ port)

Server Connection Channel SYSTEM.DEF.SVRCONN
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WebSphere Integrated Solu... *

€ ) @ hitpsy//10.184.133191:9043/ibm/console/login.do?action=secure v & |[Q searcn [&%®d 3 & 4 © =|- H | =

WebSphere.

| Logout

»| Creat=WMQIMSResource.displayName

Clos= page
‘ View: All tasks - =

B welcome

[+ Guided Activities

Field help
() Servers For field help information,
[ Applications basic attributes select = field lzbel or list
- To test establishing a connection using the information provided selact marker when the help
[ Services .. I cursor is displayed.
the "Test Connection” button. It may take several seconds to perform
[ Resources this test. If you vish to skip this test. select the "Next" button.
[]
Schedulers F—— o
B Object pool managers
B IMs
[ ]

IMS providers
Connection factories

Queue connection factories

[ ]
[ ]
B Topic connecrion factories
B Queves

[ ]

Topics

Activation specifications
@ JDBC

[+ Resource Adapters

@ Asynchronous beans

Summary

[# Cache instances
& Mail
& URL

[ Resource Environment

revious Next

[# Security

[# Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning %
4 I ] 3

10. Click ‘Test Connection’ button.

The following screen is displayed:

Test connection result

Test connection result

Test connection result

Step 1: gure
basic attributes

Result of testing the connection

& connection was successfully made
to WebSphere MQ.

Enter connection
det

connection
result

Summary
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11. Click ‘Next’. The following screen is displayed with a message in the summary field.
L. . B .. . L . . e Wy

WebSphere Integrated Solu... *

| " | @ https://10184133.191:9043/ibm/console/login.do?action=secure v ‘ | Q, search | * | B 4+ @ P @v |- . | =

WebSphere. Help | Logout

»

CreatzWMQIMSResource.displayName Close page
‘ View: All tasks - 3

B welcome

[ Guided Activities
[ Servers

[+ Applications

[ Services Summary

[ Resources Creating a resource of type Queue connaction factory- Name "NotifyDestQCF"

- - JNDI name "NotifyDestQCF"
- Queus manager or queue sharing group name "QM_DDHPO520"
B Object pocl managers - Sarver type "OMGR"
Bl ms - Hostname "10.10.10.10"
B 3MS providers Enter - Port "1010"
Connection factories St Channel name "SYSTEM.DEF.SVRCONN"

[ ]

¥ Queue connection factories
® Topic connection factories
[ ]
[ ]

Queues
Tope 3.1: Test
B activation specifications el
[ JDBC
[# Resource Adaptars —? Step 4 Summary

[ Asynchronous beans
[ Cache instances

@ Mail

B URL

[ Resource Environment

[ Security

1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning i

4

12. Click ‘Finish’.
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WebSphere. Help Logout

‘ a| Cell=0fs5220235Nade01Cell, Profile=FPCFL Close page  a
View: All tasks - =
Queue connection factories r
welcome d el
Field halp
G Guided Activities B Messages For fisld help information
&) Servers B Errss (oo Eomh et perr (2 comE e e e f::ﬁ;;ii Li:eL;rp"St
[+ Applications B Save directly to the master configuration. cursor is displayad.
Services n : ] o
=] Eeview changes before saving or discarding Page help
(I Resources More information sbout
Schedulers % The server may need to be restarted for these changes to tske effect. this page
Object pocl managers Command Assistance
S Queue connection factories View sdministrative
JIMS providers
Connection factorias A queus connaction factory is used to create connections to the associated IJMS provider of the JMS quaue

destinations, for paint-to-point messaging.

m

Queue connection factories

Topic connection factories = Scope: Cell=ofss220239Node0icCell
Queues
Topics Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, zee the scope
settings help.

Activation specifications
@ JDBC
[ Resource Adaprers | Cell=ofss220235Node01Cel
[ Asynchronous beans
[ Cache instances & Prefersnces
=
[ URL

[ Resource Environment

[ Security Seleu:t| Name 2 INDI name 3 Provider Description { | Scope
[+ Environment ¥ou can administer the following resources: i |
[ System administration NotifyDestQCE | NotifyDestQCF | WebSphere HotifyDestQCF | Cell=ofss220239Node01Cell
MQ
u d G
[ Users and Groups messaging
[# Monitaring and Tuning = provider ad

4 m " b < m | b

13. Click ‘Save’.

14. Similarly, you need to create the all queue connection factories mentioned in the document
“Resource To be Created”

15. Make sure that the checkbox “Support two phase commit protocol” is un-checked when
creating FCM_QCF as JNDI name.

3.4.2 Creating Queues

Follow the steps given below:
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1. Expand ‘Resources > JMS’ and click Queues.
- WebSphere Integrated Solu... *

| " B https://10184.133191:9043/ibm/console/login.do?action=secure v e ‘ | Q Search

WebSphere.

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL

Close page

‘ View: All tasks

Queues

B welcome

Ficld help

- — Queues

B S AER = For field help information,
T A IMS queue is used as a destination for point-to-paint messaging.

select = field label or list
= Scope: Cell=ofss220239Node01Cell marker when the help

[+ Applications cursor is displayed.

[#l Services Scope specifies the level at which the resource definition is visible. For Page help
detailed information on what scope is and how it works, see the scope
=] Resources - More information sbout
settings help.
B schedulers this page
B Object pool mansgers [ celi=of=s220235MNaden1 Call -]
= ImMs.
B 3MS providers [+ Prefersnces
¥ Connection factories L lEl
B Queue connection factories W
B Topic connection factories
B Queues
B Topics 5e|ect| Name 2 JNDI name 3 Provider & Description Scope
B activation specifications
None
[ JDBC
Total 0

[# Resource Adapters

[ Asynchronous beans
[ Cache instances

@ Mail

B URL

[ Resource Environment

[ Security

1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning i
4 m b < 0

2. Select ‘Scope’ from the drop down list. Click ‘New’.
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WebSphere Integrated Solu... *

| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere.

‘ View: All tasks

= welcome

[ Servers
[+ Applications
[ Services
=l Resources
B schedulers
B Object pool managers
[l ImMs.
B 3MS providers
Connection factories
Queue connection factories

[ ]
[ ]
® Topic connection factories
B Queues

[ ]

Topics

Activation specifications
& JDBC
[# Resource Adapters
[# Asynchronous beans
[# Cache instances
[ Mail
[# URL
¥ Resource Environment
[ Security
[+ Environment
[+ System administration
[# Users and Groups

(2l Manitaring and Tunina

javasc HideFilter()
—

Help Logout
Cell=ofs5220233Node0 1 Cell, Profile=FPCFL Close page
Queues

Queues > Select JMS resource provider Field help
For field help information,
Scope |cellsiofss220229Node01Cell select a field label or list

marker when the help

cursor is displayed.
Selact the provider with which to create tha Queus. The following providers support the selactad

resource type and are available at the selected scope. Page help
More information sbout
this page

) Default messaging provider

@  webSphers MQ messaging provider

3. Select ‘Websphere MQ messaging provider’. Click ‘OK’.
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Specify the following details:

B 8 A 4O c-@B =
WebSphere. Help | Logout
- -
‘ View: All tasks - = General Properties The zde
will not
B welcome Administration the gen
this iter
[ Guided Activities Scope saved.
[ Servers [cell=of=s22023800d=01cCell | Additia
[+ Applications Brovider [
[ Services |WebSphere MQ messaging provider ‘ A
]
A
[ Resources + Name
B Schedulers [NoTIFY_qUEUE
B Object pocl managers 7l
=ims # JNDI name "
B 3MS providers |NDTIFY—QUEUE A
¥ Connection factories L Description
B Queue connection factories - NOTIFY_QUEUE
B Tapic connection factories -
B Queues
B Topics
B Activation specifications
[ JDEC
[# Resource Adapters
Asynchranaus beans 3
Tl WebSphere MQ Queue
[ Cache instances
@ Mail # Queue name
[noTIFr_queue] |
[ URL
[ Resource Environment Queue manager or Queue sharing group name
[@m_ooHPosz0 |
[ Security
[# Environment
[#] Systm administration ["Apoly ][ OK |[ Reset || Cancel |
[ Users and Groups
[ Monitering 2nd Tuning - -
< i 0 « n 0

Name

NOTIFY_QUEUE

JNDI Name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

Queue Name NOTIFY_QUEUE on Websphere MQ to which the

queue needs to be mapped

Queue Manager or Queue
sharing group name

QM_DDHP0520

4. Click ‘Apply’.
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= Integrated Solutions Console - Windows Internet Explorer,

@_\\:;- 5 fles.com doractien=secure v & cortficate Eror | |49 %] [#] oo 2]
File Edt Yiew Favortes Tools Help
~ DR -

Ji Favorites | 5 [B] Suguested Sites - 8] Free Hotmal 8] Web Sice Galery -

‘ (& 1ntegrated Solutions Console

£ - Bl ) o - pager Sefety+ Toos+ @

Integrated Solutions Console

Welcome admin

‘ View: [All tazks

Halp

welcome

Guided Activities

Servers
Applications

Services

Bl Resources
Schedulers
Object pool managers
Bms
IMS providers
Connection factaries
Queue connection factories
Topic connection factories
Queues
Topics
Activation specifications
JpeC
Resource Adapters
Asynchrenous beans
Cache instances
wMail
URL

Resource Environmant
Sacurity

Enviranment

System administration
Users and Groups
Monitoring nd Tuning

Troublzshosting

Servics integration

upp1

Done

& Changes have been made to your local configuration. You can:

 Save dirsctly to the master configuration

® Review changes befors saving or discarding.
& The server may need to be restarted for these changes to take affact.

Queues > WebSphers MO messaaing provider > NOTIFY_QUEUE

Queus destinztions providad for peint-to-point mes=2ging by the WebSshare MQ messzging provider. Uss
queus destination administrative objects to manage qusus destinations for the WebSphers MQ messaging provider,

Configuration

Legout

Field help

Fer field help information,
select = fild label or list
marker vhen the help
cursor i displayed.

about

Command Assistance

General Properties

Administration

Provider
[WebSphere MQ me:
lprovider

+ Hame
[NOTIFY_QuEVE ]

# DI name
[noT1FY_QUEUE |

escription
HOTIFY_QUEUE

Websphere MQ Queve
# Queus name
[NoT TPy QuEUE ]

Queus manager or Queue sharing group name
[Qu_porresz0 ]

Additional Properties

Advanced oroperties

WebSshers MO Queus Connection
Progerties

Custom properties

rative
oting command for last
2ction

S Localintranet

[E1

5. Click ‘Websphere MQ Queue Connection Properties’.

The following screen is displayed.

Integrated Solutions Console:

Windows Internet Explorer.

Gﬁ‘:_;,. e o doaction=secure v | cartficatoEnar || 42| % Google
Ele Edt Wew Favortes ook el

* [ -

| @ rreeorated soutons console

i Favorites | o ) Sungested Stes = B Fres Hotmail @) vk Sice Gallery -

Integrated Solutions Console

Welcome admin

| Views | All tasks

welcome

Guided Activitisz
Servers
Applications

Servicss

Bl Resources
Schedulers
Object pool managers
Bave
IMS providers
Connection factories
Queue connection factories
Topic cennzction facesrizs
Queues
Topics
Activation specifications
®pec
Rasource adapters
Asynchronous beans
Cachs instancss
wail
URL

Resourcs Environment
Security
Envirsnmant

System =2

stration
Users 2nd Groups.
Monitoring and Tuning

roublzshooting

Servica integration

B upot

Cell=DDHP0520Node01 Cel

I, Profil

|Quauas

Help | Logout

B Messages

& Changes have been mads to your local configuration. You can

® Saue directly to the master configuration.
® Review changss befers saving or dissarding.

B Tha sarver may naad to ba restarted for these changas to take affect

Queues>

MQ messaging provider > NOTIEY QUEUE >
Uss thiz pansl ko 2pacify how
properties to retrieve, display
sattings panal.

Configuration

MQ connaction propartiss

o conmect o tha queUSE manager thak hosks the quaUS. The systsm uzss thess connsction
2nd update the queus configuration detsils that are shown on the WebSphere MQ queus

General Properties

Queue manager host

[10.10.10.10

Queue manager port

1010

Servar comnaction chamnel name

Ussr 1D

Passrord

Additional Properties
MO Config

Closs page

Fiald halp

The nams of ths channsl
to use to connect to the
qusus mznzgsr.

Page halp
More information about
this saa=

3 Local intranet.
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6. Specify the following details:

Queue manager host 10.10.10.10 (IP address of the MQ server)

Queue manager port 1010

Server Connection channel SYSTEM.DEF.SVRCONN
name

7. Click ‘Save’.

The following screen is displayed.

(= Integrated Solutions Console - Windows Internet Explorer.

@\’ )~ [E iflex,com v & cantfcateerar | [42] %] 4] 2]
File Edt Yiew Favortes Tools Help
* I -
T Favorites | 55 &) - &]FreeHotmal ]
€ Integrated Solutions Console
Integrated Solutions Console ~ welcome admin
g ]
Queues Field help
. X . For figle halp infarmatien,
41MS queus is used as = destination for point-to-point messaging. Zelect = fisld l=bal or lizt
. B B marker vhen the help
Bl Scope: & 20NodeoiCell 20Ned=01 cursor is displayed.
s
BIvices] Scops spacifiss tha lsval 2t which the rezeurce definition iz visibls, Fer detailsd Page help
e —— infarmation on what scope is and how it varks, s2¢ the scope settings hala. More information about
this sage
[nede=DDHPOS20N0d =01 v
Preferances
new] [ Dalata
H
Selact Name & INDI name & Brovidar & Description 2 scope &
You can administer the following resources:
[ |noTey cueue NOTIFY_QUEUE WebSphere MQ NOTIFY_QUEUE Node=DDHPOS20Hod=01
messaging provider
Total 1
System administration
< and Groups
Manitaring and Tuning
Traubleshasting
Sarvics intsgration
upo1
Done % Local intranet. fa v RIW% <

8. Similarly, you need to create all the queues mentioned in the document “Resource To be
Created”.

3.5 Creating Message Listener

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser

and enter the Websphere admin console URL.
http://{Host}:{Port}/console
Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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The following screen is displayed:

WebSphere Integrated Solution... *

( (' @ https;//10.184.133.191:9043/ibm/console/logon.jsp

WebSphere. i

‘WebSphere Integrated
Solutions Console
UserID:

I

Password:

|

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are trademarks or
i d ks of i i hi Corp., i in

many jurisdictions worldvide. Other product and service names r;vight be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at C ight and trad k infq i

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere home page .Expand ‘Servers > Server Types’ and click ‘Websphere
application servers’.

The following screen is displayed.

o2
‘WebSphere Integrated Solu... % (|

. T e—— & |[R searcn - =

WebSphere.

[ v 5 \

Field help

onment and the status of each of these servers. Yol

list of the application servers in v n 3ls use this page to change the status of 3

[ Hode 3 | Host hame & | version &

E
T
EEEEE 3 e T =S

5. Click ‘server?’.

The following screen is displayed.
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‘WebSphere Integrated Solu... X

(T 3

D @ | https: 71:9043/ibmy/c

< HQSEW()J

B & & O

WebSphere,

‘ View: All tasks -

" welcome
[# Guided Activities
= Servers
= Server Types
= websphers spplication servers
 WebSphere MQ servers
= web servers
& Applications
# Services
==
™ schedulers
B Objact pocl managers
= Java £ cefault resources
= IMS.

™ 1MS providers
= Connection factorias

ueue connection factaries
opic connection factorias

= Topics

™ Activation specifications
# J08C
& Resource Adapters
® Concurrency

[ Cache instances

Start components as needed

o internal server classes

Server-specific Application Settings

Classloader policy

Class Ioading mode

e e

[ok ] [Reset ] [cancel |

@ Business Process Servicas

 [nstslled spolications

Server messaging

 Mszzsging snaines
' Mess3ging engine inbound transperts
= WebSphere M@ link inbound transports

S8 servica

Server

@ Java and Procass Managament
@ Administration

¥ Javs sDks

 Performance Monitoring Infrastructure (PML
=

2nd Diagnostic Advisar C

Field help
For field help information, select a
field Iabal or list marker vhn the
help cursor is displayed,

Page help
Mors information sbout this pags

] " Security domain E
[ Resource Environment. b
® Security. ™ JAX-WS and JAX-RPC security runtime
® Users and Groups " NGSA access and HTTP error logaing
[#) Menitoring and Tuning. o e i
] e ¥ Change log detail levels
™ Endpeint listeners
™ Debuagaing service
¥ Relisble meszaging stata m

6. Expand ‘Messaging’ under Communications and select ‘Message listener service’.

The following screen is displayed.
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WebSphere Integrated Solu... *

| (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

WebSphere. Logout
Cell=ofss 220239 Node0 L Cell, Profile=FBCFL Close page
View: All tasks
mpplication servers
B welcome el
. o Application > serverl > service ield help
| ST AERES For field help infarmatio
O Servers Use this page to configure the message listener service. This service provides the message-driven bean calact = fiald labal or li
(MDB) listening process, in which message-driven beans are deployed against listener ports that define the marker when the help
[l Server Types IMS destination to listen upon. These listener ports are defined within this service along with settings for its cursor is displayed.
B webSphere application servers thread pocl.
B webSphere MQ servers —|Cmf uration Page help )
B Web servers More information about
this psge
[ Applications
[# Services
Additional Properties
[ Resources
" Listener Ports
[# Security
" Thread Pool
(] Environment
“ Custom properties
[#] System administration
[# Users and Groups
[ Manitoring and Tuning
[ Troubleshooting
[# Service integration
[ UDDI
4 n b4 m 3

7. Click ‘Listener Ports’.

The following screen is displayed.
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Integrated Solu

ns Consele - Windows Internet Explorer

G_\\:;- |el Hiex.com- o v| & contficate Erar | 42| X £l
Fie Edt Wew Favortes Took Help
x v

S Fevorites | i3 @ sugoested sites + B web Slee Galkry = £ FCUBs

| @ rreecyates solutions Console ]

£ - B ) @m v Page~ Safety v Toose @

Guided Activities

Integrated Solutions Console  Welcome admin Help | Logeut
‘ View: [All tazks = ‘ Cell=DDHPO520Node01Cell, Profile=AppSrvoL Clezs z20=
Welcome o ]

E Servers

B szrver Types
WebSphers application servers

Application servers > serverl > Messaqe listener service > Listener Ports

Uss this pags to configurs listenar perts upon vhich messags-driven beans listan for messzges. Each pert spacifies the
IMS cennaction fastery 2nd JMS destination that 2 message-driven bean, deploysd againgt that pert, listens upen.

Prafarenzes

Field help

For field help information,
select = field label or list
marker vhen the help
cursor is displayed.

scurity

WebSphers MQ servers Page halp
Convert to activation spacification [ Delere | el
e ‘ (oo e .
this cace

Applications command

— Select Hame & | esciption & | Connection factory WD name & | Destination 0T neme & | Stetus & View i

ssources None

Total 0

Environmant.

ystem administration

Users ang Groups

Menitoring and Tuning

roubleshooting

Service integration

Done

& Local intranet

8. Click ‘New'.

The following screen is displayed.
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WebSphere Integrated Solu... *

1 | @ https://10.184,133.191:9043/ibm/console/login.dofaction=secure v @ || Q Search E ; ﬁ v @ =
P g
WebSphere. Help | Logout
Cell=ofss220239Node0 1 Cell, Profile=FPCFL Close page
‘ View: All tasks -
e gE = |
B welcome
& Guided Activities Application servers > servarl > Message listener service > Listaner Ports > New... i
Fel
O Servers Use this page to configure listzner ports upon which message-driven beans listen for messages. Each port specifies the JMS <d
connection factory and JMS destination that a message-driven bean, deployed against that port. listens upon, m
[l Server Types o
¥ wehSphere application servers Cenfiguration
B webSphere MQ servers Py
" web servers My
thi
= Applications Genaral Propertias
[ Services # Name
& Resources [NotifyMDB_Listzner
[ Security # Initial State =
4] Environment Startad
[#] System administration Description

[ Users and Groups [NotifyMDB_Listzner

F Monitaring and Tuning # Connection factory JNDI name
[NotifyMDB_Listzner |

[# Troubleshaoting

# Destination JNDI name

[noT1FY_MDB_QCF |
[ UDDI

Maximum sessions
[ |

Maximum retries
o |

[# Service integration

Maximum messages

[1 |

[oly ][ OK [ Reset |[ Cancel | -
4 m v 2 i ] ]

9. Specify the following details:

Name NotifyMDB_ Listener

Description NotifyMDB_ Listener

Connection factory JNDI name | NOTIFY_MDB_QCF

Destination JNDI name NOTIFY_ QUEUE

Maximum retries 1

10. Click ‘Apply’.

The following screen is displayed.
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7 WebSphere Integrated Solu... *

| (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

WebSphere. Help | Logout
Cell=ofss220239Node0 L Cell, Profile=FPCFL Clos= page  «
‘ View: All tasks
[Application servers -
B welcome
[+ Guided Activities EX] = -
&l Servers M The server may need to be restarted for these changes to take effect. :
[l Server Types N Changes have been made to your local configuration. You cant -
¥ wehSphere application servers B Save directly to the master configuration.
B webSphere MQ servers B review ch - . — P
s p— eview changes before saving or discarding. ]
th
& Applications N The server may need to be restarted for these changes to take effect. o3
[# Services i
|
e Application servers > serverl > Message listener service > Listener Ports > NotifyMDB_Listener o
[# Security Use this page to configure listzner ports upon which message-driven beans listen for messages. Each port specifies the IMS
@ Environment connection factory and JMS destination that a message-driven bean, deployed against that port, listens upon.
[#] System administration Configuration
[ Users and Groups
[#] Monitoring 2nd Tuning
& Troubleshooting General Properties
[# Service integration 4 Name
[hotifyMDB_Listzner
[# UDDI
# Initial State
Description
[notifyMDB_Listaner
4 Connaction factory JNDI name
[notifyMDB_Listener
4 Destination JNDI name i
I o 1
4 n 3Kl i 3

11. Click ‘Save’.

The following screen is displayed.
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@_\E}- |el e, com-

v & Cortricate Erar | 49X [£7 Live somrcn

Favortes Tools  Help

| @ rreecyates solutions Console

S Fevorites | i3 @ sugoested sites + B web Slee Galkry = £ FCUBs

£ - B ) @m v Page~ Safety v Toose @

Integrated Solutions Console

Welcome admin

[ view: [l tzsie 5

welzome
Guided Activities
E Servers
B szrver Types
WebSphers application servers
webSphere MQ servars
web servars
Applications
ervices

scurity

Environmant.

ystem administration

Users ang Groups

Menitoring and Tuning

roubleshooting

Service integration

Mode01Cell, Profile=AppSrv01

| Application servers

servers > serverl > Message listener service > Listener Ports

Help | Legout

Us= this pags to cenfigurs listenar perts upan vhich message-driven beans listan for messzges. Each pert spacifies th IMS
cennaction factory =nd IMS dastination that = messaga-driven bean, desleyad 2gsinst that port, listens uzen.

Prafarenzes

[ Convert to activation spacification

Select Hame & [ pescription & | Connection factory KD name &

| Destination D name & | Stetus &

You czn administer the following resources:

NotifyMDB_Listener

NotifyMDE,_Listener ‘ HOTIFY_MDE_QCF

‘ NOTIFY_QUEUE ‘ =

Total 1

eld help
Select Row t

Page help

& information about

/ibmfconsole/callectionButton, do

& Local intranet

12. Select ‘NotifyMDB_ Listener’. Click ‘Start’.

The following screen is dosplayed.
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£ Integrated Solutions Consele - Windows Internet Explorer

@\:/ ~ [e

Ele Edt  View Favortes Tools Help
x

dihp0520 -ls. com v & conticate Error | |42/ X | [£7 2]

T Favorites | 55 @ - gl - [ Fcues ~

(& Irkegrated Solutions Consols

Integrated Solutions Console

Welcome admin

v

| Application servers

servers > serverl > Message listener service > Listener Ports

Us= this pags to cenfigurs listenar perts upan vhich message-driven beans listan for messzges. Each pert spacifies th IMS
cennaction factory =nd IMS dastination that = messaga-driven bean, desleyad 2gsinst that port, listens uzen.

Prafarenzes

prlication sarvers
ervers

Convert to activation spacification

J[Naw] [ Delete ][ stare] [ scop]

[ [ =)
Bl Applications 5 I
B sarvices Select| Name & Description { Cennaction factory JNDI name £ | Destination JNDL name £ | Status ¢

You czn administer the following resources:

[] |EMSINMDE Listener EMSINMDE_Listenar | NotifyDestQCF EMS_INQUEUE >
[ |Exsouoe r | EMSOUtMDE_Listener | NotifyDestQCF EMS_OUTQUEUE L]
I crmroEmne [ |MetifyMDB Listener HotifyMDE_Listener NOTIFY_MDB_QCF NOTIFY_QUEUE &
Users 2né Groups
Total 3

Menitering 2nd Tuning

Troubleshooting

Service integration

uoer

JE | 3]

Done. ) Local intranst 3 - ®i0n -

13. Similarly, you need to create the following listeners:

MDB_ Listener

NotifyMDB_ Listener

RecordingMDB_ Listener

ELMDB_ Listener

ELNotifyMDB_ Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application
Name

Listener Name

Listener QCF

Listener QUEUE

GWMDB

MDB_Listener

MDBQCF

MDB_QUEUE

GWNotifyMDB
Bean

NotifyMDB_Listener

NOTIFY_MDB_
QCF

NOTIFY_QUEUE

RTGSInMDB

RTGS_Listener

RTGSQCF

RTGS_INQUEUE

SFMSInMDB

SFMS_Listener

SFMSQCF

SFMS_INQUEUE
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ELGWMDBBe | ELMDB_Listener ELMDBQCF ELMDB_REQ_Q
an
ELNotifyMDBB | ELNotifyMDB_Listener | EL_NOTIFY_Q | EL_NOTIFY_REQ _Q
ean CF
EMSInMDB Emsin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsOut_Listener EmsQcf EMS_ OUTQUEUE
BipReportMDB | BipReport_Listener BIPQCF INTERNAL_BIPREPORT_QU
EUE
BipAdviceMDB | BipAdvReport_Listener | BIPQCF INTERNAL_BIPADVREPORT
_QUEUE
GlUploadMDB | Gi_Upload_Listener Gl_UPLOAD_Q | INTERNAL_GI_UPLOAD_QU
CF EUE
PMScheduler PMSCH_ Listener SchedulerQCF | SchedulerQueue
PMGateway PMGW_Listener PM_GW_QCF | PM_GW_REQ QUEUE
FCMCore FCM_RECEIVER_ FCM_QCF FCM_RECEIVER
Listener
FCMCore FCM_BULKER_ FCM_QCF FCM_BULKER
Listener
FCMCore FILE_PROCESSOR_ FCM_QCF FILE_PROCESSOR
Listener
FCMCore pymtGatewayResQ _ FCM_QCF pymtGatewayResQ
Listener
Here,

e MDB_Listener is mandatory for Gateway MDB applications

e PMGW_Listener is mandatory for Payment Gateway MDB applications

e PMSCH_Listener is mandatory for Payment Job framework applications

e FCMCore related listeners are mandatory for FLEXCUBE Messaging.

e All others are required for FCJ Applications embedded with Scheduler and ELCM
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4. Default Settings for Web Sphere

4.1 Libraries for PMGateway Application

To deploy the PMGateway application, Following steps need to be performed

1. Copy runtimel?.jar from database servers ORACLE_HOME/sqlj/lib to application servers
library path (WAS_HOME!/lib/ext)
2. Create a global shared library containing the following file:
a. eclipselink.jar

Find this file in the
‘TOPLINK_INSTALLATION\oracle_common\modules\oracle.toplink_ver_no’ directory created by
the TopLink quick installer.

e For step 2 Kindly Refer the document Toplink_IBM_WAS_setup.doc
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5.1

5.2

5. Configuring Mail Session on Websphere

Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE to generate and send passwords to the users via e-mail.

Creating Java Mail Session

To create Java mail session, follow the steps given below:

On the left pane, expand ‘Resources’ and select ‘Mail'.

-
el ere Integrated Solu... %
/ © WebSphere Integrated Sol \+

——r

WebSphere.

‘ View: All tasks -

welcome
Guided Activities
|-l Servers
=] Server Types
WebSphere application servers
WebSphers MQ servers
Web servers
Applications
Services

Resources

Security

Environment

System administration
Users and Groups
Manitaring and Tuning
Troubleshooting
Service integration

ubDI

L —

€ | @ https;//10184.133.191:9043/ibm/console/login.do?action=secure

Welcome

Integrated Solutions Console provides a commen administrative consele for
multiple products. The tabla lists the preduct suites that can be administered
through this installation. Select a product suite to view more information.

Suite Name

WebSphere Application Server

€ || Q Search

Version

8.5.5.0

Help | Logout

About this Integrated Solutions Console = E

Integrated Solutions Console, 8.5.5.0 «
Build Number: gm1219.01
Build Date: 5/14/13

LICENSED MATERIALS PROPERTY OF
1BM

5724-108, 5724-163,
5724-H88,5724-H89, 5655-WE5 (C) 7
Copyright International Business

1. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.

The following screen is displayed:
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7 WebSphere Integrated Solu... *

| (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

WebSphere.

‘ View: All tasks

B welcome
[ Guided Activities
[ Servers
[ Applications
[ Services
[ Resources
" Schedulers
B Object pool managers
& IMS
[ JDBC
[# Resource Adaprers
[ Asynchronous beans
[# Cache instances
B Mail
¥ Mail providers
¥ Mail sessions
& URL

[# Resource Environment
[+ Security

[# Environment

(% System administration
[ Users and Groups

[# Monitoring and Tuning

[ Troubleshaoting

4 Service integration

[ UDDI

Cell=ofss220229Node0 1 Cell, Profile=FPCFL

Mail Sessions

Mail Sessions

Use this page to create mail sessions, which are collactions of properties that define how your application
sends mail and accesses the mail store. To create a useful mail session, an outgoing or incoming server
and protocol must be provided. Configure mail sessions only after you configure the necessary protocol
providers.

[z Scope: =All scopes
Scope specifies the level at which the resource definition is visible. Faor

detailed information on what scope is and how it works, see the scope
settings help.

[ Al scopes -]

[# Prefersnces

SEIEct| Mame 3 JNDI name Scope o Provider Description {; | Category o
None
Total 0

| Logout

Clos= page

Field help
For field help information,
salact = fiald label or list
marker when the help
cursor is displayed.

Page help
Mora information about
this page

4 LU}

2. Click ‘New’ button to create a new mail session.
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WebSphere Integrated Solu... %

| (- @ https://10.184.133.191:9043/ibm/console/login.dolaction=secure

¢ | [Q seorn |&%¥® & & 4 & = - B =

WebSphere.

‘ View: All tasks

Help | Logout

Welcome
[+ Guided Activities
[l Servers
[# Applications
[+ Services
(=l Resources
Schedulers
Object pool managers
[ JMS.
[ JDoBC
[l Resource Adapters
[# Asynchronous bezns
[# Cache instances
= Mail
Mail providers
Mail sessions

[# URL
[# Resource Environment
¥ Security
[+ Environment
[+ System administration
[ Users and Groups
[ Monitoring and Tuning
[#] Troubleshooting
[l Service integration

[¥ UDDI

. 4 Name
[Foussuas |

# JNDI nama Field help
[mail/FcuBsmail | For fiald F

. salact a fi

Description marker vt

cursor is ¢

Page help
More infor
this page

Category

Enable debug mode

Enable strict Internat ad

Outgoing Mail Properties

drazs parsing

Sarver

[10.10.10.10

# Protocol
[orio 17

Usar

m

Password

Verify Password

Return e-mail address

Incoming Mail Properties

Server

*

[imer T

I | 3

3. Provide the required information. Sample details are given below for your reference.

General Properties

Name

FCUBSMail

JNDI Name

mail/FCUBSMail

Outgoing Mail

Properties

Server

< HOST_MAIL_SERVER >

Protocol

Smtps

4. Click ‘Custom Properties’ link to configure the custom properties.

ORACLE

5-3



‘WebSphere Integrated Solu... X gﬁg

ps: 71:9043 ibm/c / ure € || Q search * B 3 @ =
WebSphere.
Cell=ofs322277 1Node0 L Cell, Profile=AppSrvo 1 Glose page
‘ View: All tasks - ‘ 3
Viail Providers E
welcome

Field help

For field help information, select a

= Use this page to create mail sessions, which are collections of properties that define how your application sends mail and accesses the mail store, To create a ussful field Isbel or list markcar vhan the
mail session, an outgoing or incoming server and protocol must be provided. Configure mail sessions enly after you configurs the necassary protacal providers. help curser is disglayad.

5 Server Types
WebSphere spplication servers Configuration Page help

WebSphers MQ servers Mors information sbout this pags
Web servers

Mail Providers > Built-in Mail Provider > Mail Sessions > FCUBSM.

# Guided Activities

General Propertias

nal Properties

seove

== ‘ Tseic T \

Applications

s Provider

Schedulers [Buiicin wai provider J

Object poal managers
Java EE dafault resources # Name
EELS [Feussmail ]
IMS providers
Canmaztion factarias

+ INDL nams.
[mail/FcuBsmail ]

Queve connection factories

Topic connzction factoriss Dascription

Activation specifications
IDEC

Resource Adapters

Gache instances Category.
& mail
Mail providers
Mail sessions
URL

Ensble debug mods

Enable strict Intemat addrass parsing
Resource Environment

Qutgoing Mail Properties

Seeurity ml
Environment Server
[stb=eh ]
System administration
+ protocol

# Users and Groups

Monitoring and Tuning

Troubleshoating

[ Service incegration

Varify Password

[
Return e-mail address

[ ] <
Highight All  Match Case 1 of 5 matches x

The following screen is displayed.

) Integrated Solutions Console [ =]
Intograted Solutions Console Welcome admin Help | Logout
Cel-CURZEOL36Medz 01 CeN, Frofle=AppSrl Close page
[ viewe: [l vasics = |
Mail Sessions
Welcome
Guided Activities Field help
Teress For field halp information,
Servars e 8 calect » fiald label or list
B Eherres bavo oo GrEeh & e e e Y e Frarker uhan tha help

coplleEms * Save directly to the master canfiguration, cursor is displayad

Services * Revieu changes before s3uing or discarding Page help
Bl Resources More information sbout

B The server may need o be restarted for these changes to take affect. thiz page

Schedulers

Object posl managers
Mail Sessions > FCUBSMail > Gustom properties

Use this page to spacify custom properties that your enterprise information systern (E1S) requires for the
ssource Adsptars resource providers and resource factories that you configure. For example, most database vendors require

. additional custom properties for data sources that access the database.

ache instances
LA

Fsil providars

Mail sessions
RL

Se\e(t‘ Name 2 value & Description & Required &
esource Environment
Nane
Security E—

Enuiranment

System sdministration
Usars snd Groups
Monitoring and Tuning

Troublashaating

Sarvice integratian

B uppt

o B

5. Click ‘New’ button to create new custom properties.

The following screen is displayed.
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-f ‘WebSphere Integrated Solu. x\ Oracle Financial Servicesld... X |+

€ ) © @ | https://ofss222771:3043/ibm/console/login.do%action=secure

€ || Q Search

‘ View: All tasks -

Profile=AppSrv01

welcome

# Guided Activities

5 Server Types
WebSphere spplication servers
WebSphers MQ servers
Web servers

Applications

[ Trouble:

# Service integration

uop!

FcuBswm:

Custom properties > mail.smtps.host

r the resource providers and resource factories that you configure. Far
he database.

General Properties

+ Seopa

[ 71Node0 iNodsO1iserversisen

Required

+ Name

mail.smtps.host

Type
Apply || OK || Reset || Cancel

| messaging [ A[v] HighlightAll Match Case 1 of5 matches

6. Specify the information required for creating custom properties. Sample details are given

below:

Name

mail.smtps.host

Value

<HOST_SMTPS_MAIL_SERVER>

Type

java.lang.String

The custom properties are given below:

Name

Value

Type

mail.smtp.host

<HOST_SMTPS_MAIL_SERVER>

java.lang.String

mail.smtp.port

<SMTPS_SERVER_PORT>

java.lang.String

mail.host

<HOST_MAIL_SERVER>

java.lang.String

mail.smtps.auth

TRUE

java.lang.String
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¥) Integrated Solutions Console - Mozilla Firefox — |5 %]

Ele Edt Wew Hstory Bookmarks Tooks Help

6 © € X o G [T resicurze01 365043 bmiconsdefogin doractionsecure 77 ~ | [F=Joocge P

6 Mchfee™ jjIRg

| '] Integrated Solutions Console + -
IlgratodSouton Conspo itz st e -t = |

¥)) Integrated Solutions Console - Mozilla Firefox =18 x|

Ele Edt Yew Hstory Bookmarks Iools Help

6 ¢ X @ i 'mhttus://:vrzem33:9U43/ubm/(unsu\eﬂogun.duzamun=se:uve 7 - Iﬁ'lGoug\E pal

[ McAfee” JjIRs

| 7] Integrated Solutions Console - =

Integrated Solutions Console Welcome admin

Help | Logout

Cell=CVRZENL 38N de01Cell, Profile=AppSrv01 Close page
‘ wiew: [All tasks =l ‘
el |
welzome
Guided Activities Field help
B Messages For field help infarmation,
B Servers 5 celect 3 field label or list
- 2 have bean made ta your local canfiguration. You can: marker when the halp
SIS edly to the master configuration. cursor s displayed
Services ® Review changes before saving or discarding. Page help

[ Resources More information about

e B The semer may need to be restarted for these changes to take effect. this pags
Object pool managers Command Assistance
ms Vie administrative

Mail Sessions > FCUBSMail > Custom properties

B0 Use this page to spacify custorn praparties that your entarprize information system (E15) raquiras far the
Resource Adapters resource providers and resource Factories that you configure, For example, most database vendars require
ot X additional custom proparties for data sourcas that access the database

@ asynchronous beans

Cache instancas Praferences

& Mail New || Dalete

wail providers

Wil sessions |5
B Select| Name & [Value & |pesaription & | Required &
[ Resource Environment

“ou can administer the following resources:
Security [l

false

mall.smitpehost ‘10 10.10.10 ‘

Environmant

Total 1
System administration

Uszarz and Groups
Monitoring and Tuning

Troubleshooting

Click ‘Save’ to complete the configuration.

The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following
components

e SMTP_HOST

e SMTP_USER

e SMTP_PASSWORD
e SMTP_JNDI

You can update this using Oracle FLEXCUBE UBS Installer.
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6.1

6.2

6.3

6. Annexure

Ensure the following settings before deploying the application:

BM Websphere Server - Increasing Heap Size

1.
2.

3.

Go to ‘Server > Application Servers’ and select the ‘server_name’

Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management
> Process Definition > Additional Properties: Java Virtual Machine’

Modify the initial heap size and maximum heap size appropriately based on the load size

IBM Websphere Server - Transaction Service Properties

1.

2
3.
4

Go to’ Server > Application Servers’ and select the ‘server_name’
Choose ‘Container Services > Transaction Service’
Change the total transaction lifetime timeout appropriately

Party content, products, or services.

IBM Websphere Server — ORB Service Configuration

1.

Go to’ Server > Application Servers’ and select the ‘server_name’

]

T | e S
| & WebSphere Integrated Solu... | +
€ | @ https://10.184.133.191:0043/ibm/ console/login.doTaction=secure c Search B &+ & 4 - = - @ =
View: All tasks - A It i servers > serverl
elcoms required to run enterprise applications. Field help
# Guided Activities For fisld help inf |
Runtime | | Configuration or fleld he'p informa
= Servers select a field lzbel or

marker when the halp _
cursor is displayed. |~

Sl Server Types

WebSphers spplication s=srvars

WebSphere MQ servers General Properties Container Settings Page help
Web servers N More information sbo
=me
Session management this page
@ Applications |zer'.ar1 |
# SIP Container Settings
® Services

Node nams d Web Container

# Resources |cF33220239l|cdem |

Sattings
il Securiy E Portlet Container
[E Run in development mode o
# Enviranmant Sattings
e —— Parallel start H EJB Container Sattings

# Users and Groups [T start componants as nesdad S Container Services

o " Application profiling
i Monitoring and Tuning Access to internal server classes i

ggggggg
 Troublashosting [allen [~]

Transaction service
# Service integration

Server-specific Application Settings Bynamic cache

# UDD1 service

Classloader policy
[ =

Clzss losding meds

Compenss tion

Internstionalizstion
sssssss

[ Classes loaded with parent class loader first

Default Java
Bersistencs API
settings

Apply || OK Resst Cancel Obiject po ce

T (K n r

contain # |~ | Highlight All  Match Case 6 of 6 matches x




2. Expand ‘Container Services’ and click ‘ORB Service’

| € ) @ hitps://10.184.133.181:9043/ibm/console/login.do?action=secure

WebSphere.

" welcome

servers > server1 > Field help
[ Guided Activities

Use this page to configure the object request broker (ORE). For field help informa
=) Servers

select a field label or
Configuration marker vhen the helg
=) Server Types 9

cursor is displayed.

¥ webSphere application servers
B WebSphere MQ servers Page help
¥ web servers

More information sbg
General Properties

Additional Properties this page
[+ Applications + R b4 N
equest timaou B Custom

(+) Services [1s0 | seconds
(¥ Resources +# Request retries count
[#l Security [ | retries
[ Environmant + Request retries delay

o g
(¥ System administration f J
[ Usr and Graups + Connection cache maximum

[240 ]

[+ Monitering 2nd Tuning
+ Connection cache minimum
100

[+ Troubleshooting

[#) Servics integration

& UpbI ORB tracing

# Locate request timeout

[te0 seconds

Force tunnel
neven B

Tunnel agent URL

Thread Pool Settings

(O Use the ORB.thread.oool settings associated with the Thread
Pool Manager (recommendsd).
@) Use the Thread Pool Settings directly associated vith the ORB

<[ . KN m

Highlight Al Match Case 6 of 6 matches x

3. Check ‘Pass by reference’ and click Apply

rE A A @ = - B =

WebSphere.. Help | Logout
Cell=afs3220239Nod=01Call, Profila=FPCFL Close page  »
‘ View: Al tasks -
B welcoms d el
Field help

Guided Activiti
B Gui fvities o Messages For field help informati
= Servers

select a field label or |i
marker when the help
cursor is displayed.

& Changes have been made to your local configuration. You can:

= Server Types B Save directly to the master configuration.
- .

WebSphare sgplication s=rvers B Review changes before saving or discarding.
® webSphere MQ servers Page help
B web servers More information abou
A The server may need to be rastarted for these changes to take affect. this page

[ Applications

Command Assistance

[# Services
Application servers > serverl > ORB service View administrstive
[# Resources =cripting command for |
Use this page to configure the object request broker (ORB). action
[+l Security
Configuration
[#l Environment
[+l System administration
[#l Users and Groups )
General Properties Additional Properties
[#l Monitoring and Tuning —_—
# Request timeout B Custom
Troubleshoot Lustom
(72 T L S i ) | seconds opartiss
LEeiceln ooy 4 Request retries count
f# UDDI [« | ratries
+ Request retries delay
[o | milliseconds
# Connection cache maximum
[240 | connections
+ Connection cache minimum
[100 | connections
ORB tracing A
hitps://10.184.133.191:0043 /ibm/ console/syncworkspace.dofesrfid 12438 i i £ m v
contain ighlight Al ch Case 6 of 6 matches
t: A~ | Highlight Al Match Casi 6 of 6 match, x

4. Click ‘Save'.
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